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With the volume of data increasing exponentially, there is a growing interest in helping people to ben-
efit from their data regardless of its poor quality. One of the major data quality problems is the imbal-
anced distribution of different categories existing in the data. Such problem would affect the
performance of any possible of analysis and mining on the data. For instance, data with an imbalanced
distribution has a negative effect on the performance achieved by most traditional classification tech-
niques. This paper proposes TGT (Train Generate Test), a novel oversampling technique for handling
imbalanced datasets problem. Using different learning strategies, TGT guarantees that the generated
synthetic samples reside in minority regions. TGT showed a high improvement in performance of dif-
ferent classification techniques when was experimented with five imbalanced datasets of different

types.
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1. Introduction

A collection of data is called imbalanced if one class instances -
was higher in number than the other. The class with more
instances is referred to as the majority class, and the one with
fewer instances is called the minority class [1,2]. Numerous recent
researches on imbalanced datasets have generally agreed that
because of this skew distribution of classes, the classifiers are
biased towards the majority class and give very low classification
accuracy towards the smaller classes. Classifier may also clas-
sify any sample as the majority class and ignore the minority class
[3].
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Different strategies have been proposed to address class imbal-
ance problem [4], they range from data-level methods to
algorithm-level methods in addition to hybrid methods. Sampling
is the most widely used method to imbalanced dataset classifica-
tion [5]. The idea of sampling is based on changing the dataset so
that a more balanced class distribution is created. Methods of sam-
pling can be subdivided into oversampling and undersampling.
Undersampling eliminates the number of instances of the majority
class while oversampling generates minority class synthetic
instances during preparation.

In this paper, we argue that using an oversampling technique
that simulates the adversarial architecture can yield better results
during the oversampling process and consequently handle binary
classification of imbalanced dataset in a better way. In more speci-
fic words, we argue that generation process of oversampling can be
guided by two classifiers where the first classifier is responsible for
the generation of new samples and the second classifier is respon-
sible for the verification process of their correctness. This will
ensure that the generated samples reside in minority region. The
evaluation results show that adversarial guided oversampling
technique outperform the standard oversampling algorithms.

The rest of this paper is organized as follows. Section 2 presents
the related work while section 3 introduces the proposed tech-
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nique to handle imbalanced data classification problem. Sections 4
and 5 show the details of the performance evaluation and con-
cludes the paper.

2. Related work

Different strategies like sampling, feature selection, cost sensi-
tive classification, and ensembling methods have been proposed
in the literature with a lot of variations to enhance the classifica-
tion performance while data suffer from imbalanced classes’ distri-
bution. In this section, we are elaborating the different
oversampling methods which are proposed in the literature to han-
dle imbalanced data distribution.

Random oversampling or RO-sampling is one of the most pop-
ular techniques of sampling. RO-sampling makes rebalancing of
the data distribution by selecting samples randomly and then
replicating them. For example, the authors in [6] introduced two
local graphs in an updated Random Walk Oversample (RWO). At
first a proximity graph (proximity graph with k-nearest neighbors)
is used to pick the instances for the minority class in high-density
areas, then RWO sampling method is introduced. Without the
effects of noises and outliers outside graph or at its boundaries,
synthetic minority instances are produced. The second graph
selects majority class instancesin high-density regions and
excludes the remaining instances. Their method performed well
in most cases; this may be related to the nature of the datasets
used as it showed high performance with continuous datasets only.

Synthetic Minority Oversampling Technique (SMOTE) was first
introduced in [7]. It is the most common oversampling technique
which addresses the imbalanced dataset problem by generating
minority class samples to balance the class distribution. SMOTE
gives more related minority class examples to learn from, conse-
quently allowing a learner to carve broader decision regions which
results in more coverage of the minority class. Despite this, SMOTE
it has significant faults. New samples created in SMOTE firmly lie in
the line segment between seed samples. So, the generated exam-
ples will not represent the distribution of original data. another
problem is that SMOTE may introduce the problem of class over-
lapping [8]. The authors in [9] introduced a new oversampling
technique called SNOCC to overcome SMOTE shortages. At SNOCC,
the number of seed instances is increased, and the number of syn-
thetic samples is not limited to two SMOTE seed instances. The
nearest neighbors of instances are identified using a new algo-
rithm. Their tests proved that SNOCC worked better than SMOTE
and Cluster Based Synthetic Oversampling (CBSO). Another subse-
quent research proposed a novel over-sampling method explicitly
to classify text data, which is provided by the hypothesis of the dis-
tribution. Their Random Distribution Process produces modern,
random minority synthetic records, taking the advantage of the
distributional features of the words in the dataset [10].

Weighted kernel-based SMOTE (WK-SMOTE) was introduced in
[11] to resolve the SMOTE shortcomings on nonlinear problems
through oversampling in the SVM feature space. WK-SMOTE mod-
ifies SMOTE for non-linear separable data by producing the syn-
thetic instances in the classifier feature space rather than the
input data space. In comparison with the other baseline
approaches on several metrics, the suggested oversampling algo-
rithm together with a cost sensitive SVM model have demon-
strated an enhancement in performance. Therefore, a hierarchical
structure for multiclass imbalanced issues with a progressive class
order is created. The suggested WK-Smote and the hierarchic
structure are tested on real world industrial fault detection system.
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Two main variables are defined in SMOTE: N oversampling
value and the k-neighbors. Nevertheless, in practical implementa-
tions, the two variables randomly selected by users cannot be opti-
mized. However, the imbalance ratios of the data are completely
distinct, making it more difficult to pick parameters in SMOTE.
The authors in [12] proposed a new oversampling method relying
on SMOTE to address the problem. This turns the problem of
parameter selection into a multi-target optimization problem in
SMOTE. To achieve their optimal solution, a new selection tech-
nique called absolute dominance-based selection was introduced
to search best values for SMOTE parameters [10].

Also, the authors in [13] introduced a modified version of
SMOTE to address another SMOTE shortcoming. While SMOTE
algorithm generates new samples in the space of the minority data
space, the Modified SMOTE algorithm generates new samples in
the space separating minority and majority data. Those new sam-
ples were able to explain the difference between majority and
minority points in a better way and consequently lead to better
classifications results.

The study in [14] suggests a novel technique, called minority
oversamples on adaptive kernel sub-spaces (MOKAS), which uses
the kernel model adaptive subspace auto-organizing map’s invari-
ant feature extraction function. New instances are produced from
trained subspaces and used in the input space. Such instances also
define nonlinear frameworks found in the distribution of minority
class data and enable learning models to balance in an accepted -
way the distorted class distribution.

In [15], the authors are presenting a novel technique of Self-
Organizing Map based Oversampling (SOMO), that generates
two-dimensional representations of the input space by applying
a Self-Organizing Map to enable the effectiveness of artificial data
point generation. SOMO consists of three main steps: First a Self-
Organizing Map gives the original, typically high-dimensional,
space a two-dimensional representation. Then it produces artificial
instances in a cluster and then produces synthetic instances be-
tween clusters. They also performed empirical experiments which
enhanced the performance of methods, when SOMO produces arti-
ficial data.

When interpolating a synthetic example between a noisy data
and one of its nearest neighbors, the generated example resides
inside the majority class region. Such problem exists in SMOTE
and ADASYN. Consequently, it is necessary to filter out the noisy
samples. An efficient 3-stage fault diagnostic technique for imbal-
anced data is introduced in [16] to address this problem. First, a
novel method of over-sampling called weighted minority oversam-
pling (WMO) is introduced to make balancing for distribution of
data. This adopts a modern method of data generation to avoid
fault or excessive sampling. Furthermore, an improved deep
auto-encoder (DA) solution is used to pick useful features dynam-
ically. DA is enhanced in two perspectives: first, new costs based
on the highest entropy and sparse cost are developed to acquire
sparse durable features; second, a self-adjusting learning level to
guarantee a good convergence output is achieved.

A new method for oversampling is proposed in [17] which uses
the real value negative selection (RNS) method for generating syn-
thetic minority instances with no real minority data necessar-
ily available. The generated minority instances with rare actual
minority data are merged with the majority data in order to pro-
vide a method for the binary classification learning. In their exper-
iments, they show the efficacy of RNS to prevent the over-sampling
problems faced by conventional approaches such as noise genera-
tion and redundant samples in the same clusters. However, we
noticed from the results it performed well only for severely imbal-
anced datasets.
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The authors in [18] are suggesting radial based oversam-
pling methods (RBO), which can identify areas in which minority
class artificial instancesare to be produced on a radial base
depending upon the imbalance distribution estimate. They take
into consideration data got from all classes, in contrast to tradi-
tional multi-class over-sampling methods that use only minority
class data. Experiment results conducted on a typical dataset indi-
cate that the RBO artificial over-sampling technique offers a
promising alternative to the current imbalanced dataset solutions.

A three-way decision model (CTD) is introduced in [19] where
the costs of choosing main samples are taken into consideration.
First, the CTD uses Constructive Covering Algorithm (CCA) to sep-
arate minority instances into multiple coverage. Each cover is then
selected and divided into three regions based on the coverage den-
sity. Finally, according to the model of cover distribution on minor-
ity instances, the respective threshold o and B for CTD is reached,
which allows to pick main instances for SMOTE oversampling.

The authors in [20] introduced generative adversarial minority
oversampling (GAMO). The idea is that producing synthetic points
near the borders of the minority class will let the classifier to learn
class boundaries which are more robust to class imbalance. The
convex generator produces synthetic points as convex combina-
tions of the existing points from the minority class. They intro-
duced also an additional discriminator which ensures that the
generated points belong to the real distribution of the intended
minority class.

3. Proposed technique

Train Generate Test (TGT) is based on using adversarial guided
oversampling to make some sort of double checking the generated
samples to assure they belong to minority class. In TGT, the gener-
ation process is guided by minority class rules acquired by training
decision tree on the dataset. Decision tree is not used to do classi-
fication but rather to extract knowledge about the minority class
only where this extracted knowledge will be used to generate syn-
thetic minority samples. Then, it comes to verification process, in
which we use a well-trained neural network to make a second
check for the generated samples to assure they are all similar to
minority class samples given in the dataset. An architecture dia-
gram of TGT is shown in Fig. 1. TGT has three steps: training, gen-
erating, and testing. Below is an explanation of each step.

3.1. Training step

The first step is training step which is utilized to train two clas-
sifiers on the given data: a decision tree and a neural network. The
decision tree is trained to get the minority class classification rules
which will later be used to generate the synthetic samples. Then, a
neural network is trained to classify the minority and majority
classes data. The neural network will be later used for testing the
generated samples. Despite the training on imbalanced data, the
two classifiers are expected to extract and use all the available
knowledge about the minority class in the data. This would guar-
antee that the new generated samples follow the distribution of
the minority class data even though its scarcity.

Training step details is described in Algorithm1. It contains two
functions. First one is BuildDT, which takes the training data along
with class label, uses Gini index for selecting the attribute that best
classifies the instances and outputs arrays containing the upper
and lower value for each attribute. The second function is NN
which takes the majority and minority sets to be trained and then
used later in verifying generated samples.

Training
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Fig. 1. An Architecture Diagram of TGT.

Algorithm 1: Training
Function BuildDT (D,class,atts)
Input: D: instances of training, class: class
label, atts: array of attributes
Output: arrays for lower and upper 1imits for each
attribute
Create a new root node.
If all instances belong to the same class (have the
same class label) then
Return tree with single root node having label cl
Else
Selected_Att < CalcGiniIndex(D, atts) //
select the attribute in atts which best
classifies instances based on its Gini index
Root_decision_attribute «+— Selected_ Att
Foreach value ¢; of Selected_Att do
Add a new branch for the test Selected Att = 7;
Let Val.inst,; be the subset of D which have the
value v; for the Selected_Att
If Valinst,; is empty then
Add leaf node with its class label
Else
BuildDT (Val.inst,;, class,{atts -
Selected_Att}) //recursion after excluding the
selected attribute
Endif
End for
Endif

Minority_Weights = NN (A,B,epochs)

//Inputs of NN: A, B, epochs where A: Majority class
samples, B: Minority class samples, epochs:
#iterations

/[outputs of NN: Minority class weights
End
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3.2. Generation Step

The second step is to generate synthetic samples. To generate a
new sample, the attributes of data are looped and a new value for
each attribute is generated based on the lower and upper values
that are obtained from minority class classification rules of step1.
The decision tree obtained through step1 is considered to be an
explainable classifier that we can utilize the understanding for its
logic to generate new samples that follow the rules identified by
the classifier. Generation step details is described in Algorithm2.

Algorithm 2: Generation

Function Generate (N, t, D, class, atts)
//Generate samples based on the acquired rules
Input: N: #samples, t: #attributes, D: instances
of training, class: class label, atts: array of
attributes

Output: Array of generated samples

1l Forp=1toNdo// loop all samples

2 lower[p] « BuildDT (D, class, atts) // an
array of lower 1limits of all attributes

3 upper[p] « BuildDT (D, class, atts) // an
array of upper 1limits of all attributes

4 Sample[p] = rand(lower[p], upper[p]l) //
generate sample based on values in the upper and
lower arrays

5 End for

6 End

3.3. Testing step

The last step is the testing step. In this step, the generated sam-
ples are tested or verified using the trained neural network. If clas-
sifier shows that the sample belongs to minority class, then it will
be kept in new synthetic samples array. Otherwise, it will be dis-
carded. The neural network is considered to be an unexplainable
classifier that identify the class based on the finding the right
weights of network neurons in order to find the right classification.
Using such classifier would ensure that the generated sample of
minority class through explainable classifier is verified by another
classifier that works in a completely different and unexplained
method.

The proposed technique is expected to search till it generates
the number of required verified samples. Since the generation pro-
cess is guided by the minority data classification rules extracted
using the decision tree classifier, the verification step is expected
to succeed most of the time. During performance evaluation, gen-
eration of 1778 verified sample required 2305 trials with a success
rate of 77%. Testing step details is described in Algorithm3.

Algorithm 3: Testing
Function Test (N, A, B)
//Test the generated samples on the well-
trained neural network
Input: N: Amount of oversampling, A: Majority
class samples, B: Minority class samples
Output: Original Data + (N/100) * Minority class
samples

1 For j =1 toNdo

2 w! —NN (A, B, epochs)

3 (1,0)
Wj‘i

«—NN (A, B, epochs)
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4 Calculate hidden node inputs <Net;3>>
1) n . (1,0
Netj = Zi:OWj,i Xpi
5 calculate hidden node outputs (X;?)
6 Net!)
X =1/(1-e")
7 calculate inputs to the output nodes (Net;f,b
8 (2) _ 5 ,(21),,(1)
Neti™ =3 - oWij Xp.j
9 Compute the network outputs (Opk)
(2)
10 Op.k — 1/(1 o eNe[k )
11 IfO,eB
12 Then synth «+ concatenate sample withverified

samples array // add the verified sample to the
array of verified synthetic samples

13 End if

14 End for

15 Write file

16 End

4. Performance evaluation

The objective of the evaluation is to prove the effectiveness of
the proposed adversarial guided oversampling technique. The pro-
posed technique aims to balance the class distribution of data by
making guided oversampling though using minority class rules dri-
ven from training the decision tree on the dataset. And then check-
ing the generated samples using well-trained neural network to
assure they all belong to minority class. Towards this goal, the pro-
posed technique is evaluated on different datasets over different
classifiers against SMOTE method which is the baseline oversam-
pling approach in the literature and also against one of its very
recent smote variations which is Modified SMOTE. The following
subsections describes the evaluation details.

4.1. Datasets

For our experiment, we used five numerical datasets which can
be downloaded from [21,22] . The first dataset is Poker. It has 11
attributes and 1485 records for 2 classes, the first class is 25
records (value 1) and the second class is 1460 records (value 0).
The second dataset is Yeast. It has 9 attributes and 514 records
for 2 classes, the first class is 51 records (value 1) and the second
class is 463 records (value 0). The third dataset is Cleveland. It
has 14 attributes and 173 records for 2 classes, the first class is
13 records (value 1) and the second class is 163 records (value
0). The fourth dataset is Indian diabetes. It has 9 attributes and
768 records for 2 classes, the first class is 268 records (value 1),
the second class is 500 records (value 0). The fifth dataset is kc2
software fault prediction. It has 22 attributes and 522 records for
2 classes. The first class is 107 records (value 0). The second class
is 415 records (value 1). For each dataset, cross validation proce-
dure was used to split the data into training and testing sets. The
number of cross validation folds was set to 10 folds. Details of
the datasets is summarized in Table 1.

4.2. Evaluation method
Three evaluation matrices were used for performance evalua-

tion, which are, accuracy, sensitivity, specificity as recommended
in literature for evaluating performance of binary classifications
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Table 1
Number of Samples in each Dataset Before and After Oversampling.
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Poker Yeast Cleveland Indian Diabetes Kc2 Software Fault
Prediction
Before After Before After Before After Before After Before After
Minority 25 650 51 459 13 169 268 536 107 428
Majority 1460 1460 463 463 160 160 500 500 415 415
[23,24]. Accuracy is the most common performance metric in prac- kc2 Software Default Prediction Dataset
tice, particularly for binary and multi-class classification issues, as .
seen in various studies [25,26]. Sensitivity determines the amount -
of real positive that is correctly classified as such, while speci- ;)9
ficity determines the amount of real negative that is correctly iden- 3 és
tified. In other words, Specificity metric is used to measure the '08 i
fraction of negative patterns that are classified correctly. Conse- 07‘5 I I
quently, sensitivity takes into account the prevention of false neg- '07 ||
atives, and for false positive specificity does likewise [27]. ) & z z > z z > z =
Three different classifiers, K-Nearest, Fuzzy K-Nearest, and Sup- S 2 & S 2 £ S 2 £
port Vector Machines classifications, were used for performance < b -3 < g & < 8 -3
evaluation. The KNN classifier takes only one parameter and the KNN EKNN SUM
best results got when k = 10 while the FKNN classifier takes two ) ) -~
m Before oversampling  m Traditional SMOTE ~ m Modified SMOTE  mTGT

parameters k and m where k = 10 and m = 0.5. Classifiers were
trained on different settings to compare the proposed oversam-
pling technique against SMOTE and modified SMOTE. They were
trained once on data without oversampling, once with data after
oversampling it with SMOTE, once with data after oversampling
it with modified SMOTE and finally with the data after oversam-
pling it with TGT.

To evaluate the performance of each classifier on each dataset
across its different settings of oversampling techniques, 10-folds
cross validation was used to split the data into the training and
testing sets. The classifier is trained the training set before collect-
ing the performance metrics resulting from testing the classifier on
the testing set.

4.3. Evaluation results

TGT is evaluated against data in its raw form without applying
any kind of oversampling, against traditional SMOTE [7] and
against modified SMOTE [13]. Results of the proposed technique
TGT against data without oversampling, SMOTE [7], and Modified
SMOTE [13] are summarized in Figs. 2, 3, 4, 5 and 6 using three
evaluation metrics as mentioned earlier, accuracy, sensitivity,
and specificity.

We can observe that the proposed technique TGT outperformed
in all five datasets with different classifiers. We may notice that
before oversampling, the classifiers showed high value in the accu-
racy metric as seen in Fig. 2,3,4,5, and 6. In general, the accu-

Indian Diabetes Dataset

0.95
0.9
0.85
0.8
all [ I
g z Z g z Z g z z
i =3 2 i = 2 e = =2
= = & S = k= S = b=
o i S 5] 7] S o i) S
s} = @ 5] c @ o Z @
< 7} =3 < o o < o =%
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Fig. 2. The Evaluation Metrics of Indian Diabetes Dataset with the Three Classifiers.

Fig. 3. The Evaluation Metrics of kc2 Software Default Prediction Dataset with the
Three Classifiers.
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Fig. 4. The Evaluation Metrics of Poker Dataset with the Three Classifiers.
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Fig. 5. The Evaluation Metrics of Yeast Dataset with the TThree Classifiers.

racy metric measures the fraction of all instances that are
correctly categorized. But here, this metric value is fake if used
alone for evaluation [28]. As due to the imbalance of data, the clas-
sifiers tend to get all majority samples as correct and all minority
samples as incorrect. It’s also noticed that the performance of the
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Cleveland Dataset
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Fig. 6. The Evaluation Metrics of Cleveland Dataset with the Three Classifiers.

algorithm is variant on the five datasets. This may be related to the
ratio between the majority and minority classes in the original
data. The results show that the proposed technique performs
extremely well when the ratio between the majority and minority
classes in the original data is high as in Indian Diabetes and Kc2
Software Fault Prediction datasets.

The outperformance of the proposed technique against SMOTE
algorithm [7] and modified SMOTE [13] may be related to the dif-
ference between how the three methods work. Traditional SMOTE
algorithm generates synthetic samples in the space of the minority
data space, the Modified SMOTE algorithm generates synthetic
samples in the space between minority and majority data. Both
methods generate a new synthetic sample by analyzing a randomly
chosen sample of minority class. On the other hand, TGT generates
the synthetic samples guided by the classification rules of the
minority class derived by training the dataset of the decision tree.
After the guided generation, these generated samples will be veri-
fied using the well-trained neural network to assure that all syn-
thetic samples belong to minority class. Otherwise, they will be
discarded. Those double-checked new samples generated by the
guided adversarial oversampling technique have led to better clas-
sifications which proves our initial argument. In addition, the
interaction between explainable and non-explainable classifier
and the analysis of the whole dataset has shown to be effective
enough to generate new synthetic samples better than those gen-
erated by SMOTE and modified SMOTE which depend on the anal-
ysis of individual samples to generate new samples.

5. Conclusion

This paper presented an adversarial guided oversampling tech-
nique (TGT) for handling the imbalanced datasets. The proposed
technique utilizes two classifiers to extract and model the knowl-
edge about the minority class data. A decision tree is trained on the
given data to model the minority class data as set of classification
rules where those rules are used to generate new samples of
minority class. Then, a neural network is trained on the given data
and used to verify that all the generated samples belong to the
minority class data distribution. The proposed technique showed
a higher performance when was evaluated against standard and
recent data oversampling techniques over different datasets and
using different classifiers.
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