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ABSTRACT

In today’s digital era, cyber epidemics are evolving rapidly. They pose a growing global threat. A cyber epidemic involves malware

that spreads across connected networks. In this paper, we propose a delayed variable-order fractional model to study the spread of

malware. The model incorporates time-varying memory effects through Caputo’s variable-order fractional derivative. It also

accounts for delayed antivirus response via a time-delay term. The system is solved numerically using a predictor—corrector
scheme. To the best of our knowledge, this work presents the first delayed variable-order fractional cyber epidemic model that
integrates both time-dependent memory and time-delay effects. The results indicate that as the fractional order decreases, the

system dynamics become slower and more stable, with lower infection levels. In addition, the variable-order model provides a more
flexible description of evolving memory effects in cyber epidemic systems.

1 | Introduction

A computer virus is a type of harmful software that has been
created to steal data, delete files, or damage computer systems. It
can replicate itself and move from a computer to another via
networks or removable storage media. In the era of large-scale
networks, such malicious software has become a serious global
problem that threatens national security [1]. Moreover, these
cyber threats have social and economic consequences [2]. Nu-
merous cyberattack outbreaks have occurred in the form of
malware, including ILOVEYOU, Mydoom, Conficker, Storm
Worm, and Tinba. More recently, Zeus Gameover and Dyreza
have become well-known examples of malware that have caused
global disruption [3]. Controlling the propagation of such threats
has become a global challenge. Mathematical models provide
a deep understanding of malware diffusion and can predict its
dynamics. In addition, these models support decision makers in
developing strategies to control the spread of malware. Most of

these models are integer-order models. Consequently, they often
fail to capture memory effects [4]. This may limit their ability to
provide an accurate description of the complex behavior of real-
world networks. The spread of malware depends not only on the
current state of the system but also on past interactions, user
behavior, and system responses. To overcome these limitations,
fractional calculus (FC) provides a powerful tool for in-
corporating memory effects into system dynamics [5]. In recent
years, fractional-order models have been widely used in several
fields, including ecological systems [6], infectious diseases [7],
and control systems [8]. Furthermore, time-delay models can be
employed to reflect delays in system responses. On the other
hand, fractional-order delay models can capture both memory
and time delays effects more effectively. Fractional-order models
with delay have been used in several fields, including neural
networks [9] and chaotic systems [10]. Moreover, fractional-
order models have also been applied in fluid flow systems
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[11], while neural network approaches are successfully used to
analyze complex fractional-order dynamical systems [12].

Based on these advantages, fractional-order approaches have
increasingly been adopted in cyber system modeling, offering
a more realistic representation of malware propagation and
network behavior.

In this section, we present some examples of the most recent
studies on computer virus propagation. The authors in [13] de-
veloped a mathematical model to study the propagation of Stuxnet
computer virus via networks. The impact of removable storage
media on virus propagation has been considered in this work. A
new compartmental SLBR model was proposed in [14] to study the
spread of computer viruses over SCADA systems via USB drives
and LANs. Such malware has a significant effect on industrial
production and the global economy. A mathematical model was
presented in [15] to investigate the spread of worms on mobile
devices and to evaluate the effectiveness of the control strategies.

However, several fractional-order models have been proposed in
recent years to provide a better understanding of malware spread.
These models capture the system’s history reflecting memory
effects on the malware dynamics. This cannot be easily achieved
using integer-order derivatives.

In other words, classical integer-order derivatives are used to
describe the short memory of dynamical systems, whereas the
fractional-order derivatives can characterize the long memory.
An example of a fractional-order model was presented by
Farman et al. [16], where a non-integer-order model was
implemented using Caputo-Fabrizio and Atangana-Baleanu
derivatives to study the spread of computer viruses. Another
computer virus model based on Atangana-Baleanu fractional-
order derivative was presented in [17] with optimal control
analysis. Furthermore, the authors in [18] developed a non-in-
teger-order computer virus model in the Caputo fractional de-
rivative sense. They employed the residual power series method
to obtain numerical solutions of the proposed model.

Despite the rapid progress in modeling cyber epidemics, several
limitations still remain:

+ Most existing models are based on integer-order derivatives;
therefore, they do not capture memory effects in cyber
systems.

« Constant fractional-order models fail to reflect the time-
varying memory of cyber environments.

« Several studies do not consider time-delay effects associated
with antivirus response.

« The integration of time-dependent memory and time-delay
effects is often neglected in recent models.

To address these limitations, we propose a delayed variable-order
fractional cyber epidemic model. The main motivation for imple-
menting a fractional variable-order model with time delay is to better
capture cyber epidemic dynamics. The variable-order fractional
derivative reflects time-varying memory effects, while the time delay
characterizes the antivirus response time. Hence, the proposed
model provides a more realistic description of cyber epidemics.

The variable-order fractional derivative is an extension of the
constant fractional-order derivative. It is a powerful tool to capture

memory effects that evolve over time. In this work, we use the
variable-order fractional derivative to describe the impact of the
time-varying memory during the cyber epidemic outbreak [19].

The main contribution of this study is to investigate the impact of
the variable memory on the malware dynamics. In addition, the
proposed model includes a time delay to account for the antivirus
response time. To the best of our knowledge, the proposed model is
the first delay variable-order fractional cyber epidemic model for
malware propagation presented in the literature. The combination
of time-dependent memory and time-delay effects allows both
memory effects and system responses to evolve over time. The
obtained results demonstrate that this approach provides a more
realistic description of malware dynamics compared with integer-
order and constant fractional-order models. They also highlight the
role of memory effects, interpreted here as antivirus updates, while
capturing time-delay effects. These findings suggest that in-
corporating memory effects can help to develop more effective
antivirus strategies for controlling malware spread.

This paper is organized as follows. Section 2 provides an overview
of fractional calculus (FC). Section 3 presents the proposed model.
Section 4 discusses the nonnegative solutions of the system.
Section 5 examines the endemic equilibrium points, along with the
existence and stability of the solutions. Sections 6 and 7 present the
numerical results and the conclusions, respectively.

2 | FC

FC has become an important mathematical framework for studying
numerous scientific and natural phenomena due to its nonlocal
nature. It has been widely used to model complex dynamical sys-
tems, including infectious disease propagation [20], cancer treatment
[21], cancer growth [22], and glucose-insulin interactions [23].

The variable-order fractional derivative is the natural general-
ization of the constant fractional-order derivative [24]. It captures
memory effects that evolve over time in many complex systems
[25]. In recent years, many variable-order fractional models have
been proposed to describe processes in different scientific fields
and to build a deep understanding of various natural
phenomena [26].

Using fractional-order derivatives allows the proposed model to
capture memory effects. Therefore, the system dynamics depend
not only on the current state but also on the past states. Con-
sequently, the fractional-order model exhibits slower transient
responses and more persistent infection levels. Moreover, the
variable-order derivative allows the memory effect to vary over
time, providing a more flexible description of cyber epidemic
dynamics.

Several definitions of variable-order fractional derivatives have
been introduced in the literature. The Caputo derivative is widely
used because it allows standard initial conditions of integer-order
models to be applied to non-integer-order models [27]. It bridges
the gap between theoretical FC and real-life applications. Its
variable-order form enables the modeling of time-varying
memory behavior, providing an accurate description of cyber
epidemics dynamics. Other definitions, such as Rie-
mann-Liouville, Caputo-Fabrizio, and Atangana-Baleanu, may
involve less well-defined initial conditions.
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Definition 1. Caputo variable-order fractional derivative [27]:

cp () = m j ;(t — ) “Of1(s)ds, a(t) € (n— 1, ).
®

For simplicity, the operator D*? is used throughout the paper to
represent the Caputo variable-order fractional derivative with
lower limit a.

3 | Model Derivation

Here, a non-integer variable-order model of malware with time
delay is developed based on the cyber epidemic model presented
in [28, 29]. In [28], Yang et al. proposed the following cyber
epidemic model for computer viruses:

di—(tt) = i1 = (BL(D) + ,B0)S() + 1, L(1) + 7,B() — (6 + 0)S(2),
dfz—(tt) =y + (BL(O) + ,BO)S®) — (v, + g + S)L(D) + 0S(®),
d%(tt) = qL(t) = (7, + 8)B().

)

In a computer network, computers are considered as nodes. A
node is called infected if it contains viruses, while it is called
external if it is connected to the internet. In system (2), the nodes

1

ol —a(t)

1
ol—a()

where S(0) = Sy, L(0) = Ly, B(0) = By and 0 < a(t) < 1.

Model (4) is derived from model (3) by replacing the first-order
derivative with the Caputo variable-order fractional derivative

DO, along with the scaling factor 1/6'®_ where 0 < a(t) < 1.

The variable fractional order a(t) which is considered as the
parameter of memory is a function of time. We use the parameter
o to maintain dimensional consistency in the variable-order
fractional model [19]. The impact of the parameter of memory
a(t) and the time delay = on the dynamics of system (4) is in-
vestigated in this paper. The delay parameter ¢ represents the
time lag associated with malware detection or antivirus response.
The condition 0 < a(t) < 1 follows from the general fractional-
order interval m — 1 < a(t) < m, where m =1, which is con-
sistent with first-order systems.

In other words, the time delay 7 represents the lag in antivirus
actions to remove malware, while a(t) reflects the evolving
memory and updates of the antivirus.

are categorized into uninfected nodes (S(t)), latent nodes (L(t)),
and breaking-out nodes (B(f)). When external nodes are con-
nected to the internet, they are either latent or virus-free. Ex-
ternal S-nodes and external L-nodes are connected to the internet
at rates y, and u,, respectively, while the probability that internal
nodes are disconnected from the internet is 6. The impact of
external removable storage media is considered in the proposed
model. It is assumed that computer viruses can be transmitted to
the S-nodes with probability € through infected removable
media. The probability that each S-node is infected by L-nodes at
time ¢ is #, L(¢). On the other hand, each S-node can be infected by
B-nodes at time ¢t with probability ,B(t). L-nodes may break out
with probability q. Furthermore, L-nodes and B-nodes are
cleaned up from the virus with probabilities y; and y,, re-
spectively. All the parameters in this system are nonnegative.

Zhang et al. designed a delayed computer virus model based on
system (2) as follows [29]:

B0 s~ (B0 + 1BO)SO + 1L =)+ 1B~ — -+ 0)S(0)
dL(t)

g = e+ (AL + BBO)SO) — 1Lt = ) = (g + HL(D) + 05(0),
PO = 410 - 1B~ 1) - G)B)

3)

Based on the above systems, we propose the following fractional
variable-order model of computer virus with time delay:

D" (SO) = 1 = (BL(O) + B,BO)SO) + 11 Lt = 7) + 1,B(t = 1) = (5. + O)S(0),
D*O(L(1)) = p, + (B1L(1) + B,B1))S(0) — 1, L(t — 7) — (q + S)L(2) + 0S(D), 4)

DO(B(1)) = qL(t) — ,B(t — 1) — (5)B(1),

Model (4) can overcome several flaws of several earlier models.
These models missed the fact that any computer device will be
infectious after getting infected. Secondly, previous models did
not take into account the difference between latent and breaking-
out devices. Additionally, earlier models do not consider that any
computer may be susceptible to the malware again after recovery.
Moreover, most of these models neglect the impact of removable
storage devices on the propagation of malware. Besides, all of the
previous models assumed that a computer is virus-free when it is
connected to the internet, which is not always true. Finally, the
previous cyber epidemic models considered that the number of
computer devices connected to the internet is constant, which is
inconsistent with reality.

4 | Nonnegative Solutions

Let R} = {x € R*: x > 0} and x(t) = (S(t), L(t), B(t))"; then, we
should prove the following lemma and corollary before proving
Theorem 1 [30, 31].
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Lemma 1 (generalized mean value theorem) [31]. Suppose
that f(x) € Cla, b], D*Vf(x) € C(a, b], and 0 < a(t) < 1, where
a(t) is a continuous function on [a, b]. Then,

60 = f@) + %(D”@f)(é)(x—a)“(”’ )

where a < £ < x, for all x € (a, b].

Corollary 1. Suppose that f(x) € Cla, b], D*Pf(x) € C(a, b],
and a(t) € C(a, b), for 0 < a(t) < 1. Then:

o If DOf(x) > 0,f(x) is a nondecreasing function for all
x € [a, b].

o If D*Of(x) <0,f(x) is nonincreasing function for all
x € [a, b].

Proof 1. The result follows directly from Lemma 1, since the

sign of the fractional derivative determines whether the function
is increasing or decreasing. O

Theorem 1. A unique solution x(t) = (S(t), L(t), B(t))" exists to
system (4) on [0, T], and this solution remains in Ri under the
assumption that o(t) € C|[0, T].

Proof 2. From Theorem 3.1 and Remark 3.2 in [32], it is clear
that the solution of the proposed model (4) exists and is unique.

Since a(t) € C[0, T], the Caputo derivative is well-defined and
the generalized mean value theorem is applicable. Hence, it
follows that the solution of system (4) is nonnegative and
therefore remains in Ri. O

This can also be verified by evaluating the fractional derivatives
at the boundary, as follows:
D O(S(1))| 4y = O,
D OWL®)|,_y = 0, 6)
D OB 5y > 0,

which shows that the solution remains in Ri.

5 | Endemic Equilibrium Point and Existence
of Uniformly Stable Solution

Model (4) can be presented as follows:
DOi(0) = f(t, yi(0), yi(t = ), ™
with initial conditions y;(0) > 0,

0<t<T,i=123 ®)

Where y(t) = (S, L, B)", f = (fi, . /)",

P 61—{1(0(”1 _ (ﬁlL(t) + ﬁzB(t))S(t) + 7 L{t=7)+y,Blt—7)— (6 + H)S(t))
L= 0'1_0(([)(142 +(BLL(D) + BB(D)S(8) = 11 L(t — ) — (g + LD + 0S(D)) | ®
f3 o_l—a(t)(qL(t) — }/ZB(t — ‘L‘) - (5)B(t))

Then, f(t, y(t), y(t — 7)) is globally Lipschitz continuous as Lip-
schitz conditions have been satisfied as follows:

(& y1(0 31t = ) = f& y2(0), y2(t = DI < Ki[y1(6) = y2 (Dl + Ka [y (¢ — 2) =yt = D], (10)

where K; > 0 and K, > 0 are Lipschitz constants. So, the so-
lution of the system f(t, y;(t), yi(t — 7)) satisfies the existence and
uniqueness conditions. In other words, the Lipschitz continuity
of system (4) follows from the boundedness of the model
functions and their partial derivatives. Since all model pa-
rameters are assumed to be bounded real constants and the
state variables remain in a bounded domain, the right-hand
side satisfies a global Lipschitz condition. Consequently, there
exist positive constants K; and K, such that the Lipschitz
condition holds. This ensures the existence and uniqueness of
the solution.

Theorem 2. System (4) has a unique endemic equilibrium point
E*(S*, L*, B*) where

_ M +AlB*
T A, + AsBY

(€3))
o
— 72 + B*
q

L*

5

and B* is the positive root of my(B*)* + miB* + mgy = 0 with
my = —=q(u,0 + 6 + p0),
my = q6Ay +5(q + 75 + 8)Az — q(uy + uy)As, (12)
mp; = 5(q +v,+ 5)A3,
where Ay = (r,(r; + 6/ Q) + 12, A2 =6+ 6,43 = (b1(r, + 6)/Q)
+5,.
Proof 3. The endemic equilibrium point is obtained by setting
the fractional derivatives in system (4) equal to zero, which leads
to a system of algebraic equations.
DO(S(8) =0,
DOWL() =0, (13)
DOB(®) =0,

s0 S* = (g + A1B*)/(Az + A3B*), L* = ((y, + 8)/q)B".

Moreover, this equilibrium is endemic, i.e., L* + B* > 0.
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The coefficients mo, m;, and m, represent the combined effects of
infection rates, recovery processes, and external connections.
They also describe the balance between malware propagation
and control procedure at the equilibrium state. O

Lemma 2. Ifr = 0, then the roots of the characteristic equation of
system (4) have negative real parts, and the endemic point
(S*,L*, B*) of (4) is locally asymptotically stable. To investigate the
local stability of the proposed system (4), the Lyapunov method is
employed. The linearized form of system (7) can be written as follows:

D O(yi(£)) = Bou; + Biwy, (14)

where u; = yi(t), w; = yi(t — 7), By = (8/(0uy))f (¢, ui, w), and By =
(& (Ow))f(t, u;,w;)) are 3 X3 matrices evaluated at the
equilibrium point.

So, fi(t, w, wy) = f(t, w, w;) — Bou; — Byw; tends to zero when u;
and w; tend to zero. The following conditions may be needed
because of the nonuniform behavior of fi(t, u;, w;) when it ap-
proaches zero:

t, Uj, w;
IVt wi will _ 0 1)
luill—0 120 [[24;]|
t, uj, w;
I (8 i will _ (16)
Iwill—0 >0 [lwill

If the above conditions (15) and (16) have been satisfied, then system
(14) exists, and it can be considered as the linearization of system (7).
Consequently, the stability of the linearized system reflects the local
stability of the original nonlinear system. Suppose that P* is
a uniformly asymptotically stable equilibrium point of system (14);
then, P* is also a locally uniformly asymptotically stable equilibrium
point of system (7), provided that By, and B; are bounded.

The above stability analysis is derived for z = 0. When 7 > 0, the
delay introduces a more complex characteristic equation, and
analytical stability investigation becomes more difficult. Therefore,
the effect of 7 on system stability is investigated through numerical
simulations, reflecting the effect of delayed antivirus response.

The nonnegative solutions of model (4) confirm the physical
interpretation of S(¢), L(t), and B(t), while the local asymptotic

stability of the equilibrium point describes the long-term be-
havior of malware in the network. These results form the basis
for the numerical simulations presented in the next section.

6 | Numerical Simulations and Discussion

The main reason for using numerical methods to solve constant
or variable-order fractional models is that exact solutions are
difficult to obtain [33]. In this work, we wuse the
Adams-Bashforth-Moulton predictor—corrector scheme, a well-
established method for solving fractional-order differential
equations [34], which can be extended to variable-order models
with time-delay effects. This method offers a good balance of
accuracy, stability, and simplicity. All numerical simulations
were performed using MATLAB.

The proposed model (4) has been solved for different values of
a(t) to study the memory effect on numerical results.

System (4) can be written in the general form as
DO(S(1) = o' Ofi(4; ), L, By),
DOL()) = 6" Ofy(1, S}, Ly, By), (17)
D OB(1) = o' Dfs(t;, L, By).
We consider the uniform grid {f; =jh:j=0,1, n}, with
n € Z such that n = T/h, a(t) € (0,1,0 <t < T, and T € R*.

The predictors Sb,,, LY, andBh | are given by

1
Sl'l+l SO + F(a(tyH.l) Z Q] n+1f1(t]’ S]’ L]’ B )
Lfl+l = F( (tn+1))ZQ] "+1f2(t]’ SJ’ LJ’ B; ) (18)
s =B+ Qe 6 1 )

where Q1 = (R /a(tys1))[(n — j + 1)) — (n — j)e],
0<Lj<n

The corrector approximations Sy41, Ly+1, and B,y are given by

@tns1) » ho(tns1) n
Sn+1 = So + =————f1(tn+1, s Ly, PR —— t, Sj, Lj, B;),
n+1 0 C(a(terr) + Z)f ( n+1 n+1 n+1 n+1) C(a(tnrr) + 2) Zaj Vl+]f1( J> 2j J)
ha(lnﬂ) » ha([n+l) n
Lyyi =Lo+ =————fo(ths, LB B —— 4, Sj, Lj, B;),
n+1 = Lo + Tt + z)f( nt1s Shats Diprs Bhg) + Ta(tnr) +2) 5 2 nnfa(t Sp Ly, By) (19)
ha(fnﬂ) ha(th) n
Byt =By + ———f3(tws1, s 24 (t, L), (B )
n+1 0 F((x(tn+1)+2)f( n+1 n+1 n+1) F(a(tn+1)+2)z )n+1f3 j ( )] ( )/

where

@)+l _ [n— a(t,,+1)](n + l)a(t"“), j=0,
Ajny1 = (Vl _j + 2)(l(ln+1)+1 _ 2(1’1 _,j + l)ﬂ(ln+1)+1 + (}’l _j)a(tn+l)+1’ 1 SJ <n, (20)
1, j=n+1
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The parameters’ values and the initial conditions are considered
as follows:

fy =4, =2, =020 =00Lp, =002y =017, =0375=0.1,6 = 0.02,50) = 10, L(0) = 5, B(0) = 5. (21)

As shown in Figures 1, 2, and 3, the system has been solved for
a(t) = 1 and a(t) = 0.9. It is clear that, when a(t) tends to 1, the
non-integer-order model reduces to the standard integer-order
model when a(t) = 1. Decreasing a(t) increases the memory
effect on the numerical results. In other words, decreasing a(t)
indicates stronger antivirus update effectiveness. Hence, number
of uninfected computers increases while number of latent
computers and breaking-out computers decreases as seen in
Figures 1, 2, and 3.

The variable order a(t) describes the time-varying memory effect.
When a(t) is periodic, the memory effect varies periodically,
resulting in numerical solutions with periodic behavior as shown
in Figures 4, 5, 6, 7, 8, and 9. If a(t) is a decreasing function, the
memory effect becomes stronger. Consequently, the numerical
results exhibit slower dynamics over time, as illustrated in
Figures 10, 11, and 12.

The auxiliary parameter o is taken close to unity (¢ = 0.99) to
maintain dimensional consistency. Unlike the classical model in
[29], o appears in the variable-order model as a scaling factor for
dimensional consistency.

The main contributions of this work can be summarized as
follows. The integer-order cyber epidemic model is improved by
introducing the variable order a(t) into the integer-order system.
The variable fractional order a(¢) is an extra degree of freedom
added to the system to capture the impact of the evolving
memory of the antivirus. It is associated with regular updates
which reflect the learning process of antivirus software to detect
known or new malware.

To assess the effectiveness of the proposed fractional model,
a comparison with the classical approach (a = 1, 7 = 0) discussed
in [28] is presented in Figures 13, 14, and 15. On the other hand,
a comparison with the classical integer-order model proposed in
[29] is conducted by considering @ =1 and z =8. Both the
classical case (@ = 1) and the proposed fractional model for z = 8
are presented in Figures 1, 2, and 3.

20 T T T T

151 1

When a(t) approaches zero, the model has a perfect memory. So,
lower values of a(t) reflect a more effective and up-to-date antivirus
system. From the obtained numerical results, it is clear that the
number of infected nodes is decreasing with a(t) — 0 (as shown
in Figures 2, 3, 4, 5, 6, 7, 8, and 9) while the number of uninfected
nodes is increasing (as shown in Figures 1, 4, and 7. The variable-
order functions a = 0.96 — 0.01cos?(¢) and a = 0.8 — 0.01sin(xt)
are chosen to simulate fluctuations in antivirus performance over
time (see Figures 4, 5, 6, 7, 8, 9, and 10). We choose small am-
plitudes to ensure realistic memory variations while maintaining
system stability. Numerical results in Figures 7, 8, and 9 show that
the constant fractional order captures a fixed memory, while the
variable order reflects memory that changes over time. In Fig-
ures 10, 11, and 12, the time interval is chosen so that a(t) =
0.9 — 0.0002¢ remains within the range (0, 1], ensuring the model’s
validity. Figures 4, 5,6, 7, 8, 9, 10, 11, and 12 illustrate the impact of
fractional variable order and time delay on system behavior. These
functions describe time-varying memory effects. These effects lead
to smoother system dynamics and reduced infection levels. In
addition, increasing the time delay 7 introduces oscillations and
may destabilize the system, while smaller delays promote faster
stabilization (see Figure 16).

Figures 17 and 18 illustrate the dynamics of S(t), L(t), and B(t) for
7 = 8 under constant and variable fractional orders. For a =1,
the system displays sustained oscillations before gradually
approaching equilibrium. However, the variable-order case
a(t) = 0.9 — 0.0002¢t leads to smoother behavior and faster con-
vergence. This behavior highlights the influence of time-varying
memory, which enhances system stability.

The results in Figures 13, 14, and 15 show the effect of varying the
fractional order on S(t), L(t), and B(t) for = = 0. As « decreases,
the system exhibits smoother dynamics with reduced transient
oscillations. Also, the number of breaking-out computers B(t)
decreases as memory effects become stronger. In other words,
lower fractional orders enhance the system’s resistance to
malware. Furthermore, the variable-order case produces slightly
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FIGURE 1 | Dynamics of uninfected computers S(t) for = = 8. Black
curve: a = 1; blue curve: a = 0.9.

t

FIGURE2 | Dynamics of latent computers L(t) for z = 8. Black curve:
a = 1; blue curve: a = 0.9.
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FIGURE 3 | Dynamics of breaking-out computers B(t) for 7 =38.
Black curve: a = 1; blue curve: o = 0.9.
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FIGURE 4 | Dynamics of uninfected computers S(¢) for = = 8. Black
curve: a = 1; blue curve: a = 0.96 — 0.01cos?(¢).
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FIGURES5 | Dynamics of latent computers L(t) for z = 8. Black curve:
a = 1; blue curve: a = 0.96 — 0.01cos?(t).
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FIGURE 6 | Dynamics of breaking-out computers B(t) for z=8.
Black curve: a = 1; blue curve: a = 0.96 — 0.01cos?(¢).
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FIGURE 7 | Dynamics of uninfected computers S(¢) for = = 8. Black
curve: a = 0.8; blue curve: @ = 0.8 — 0.01sin(xt).
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FIGURE8 | Dynamics of latent computers L(t) for = = 8. Black curve:
a = 0.8; blue curve: a = 0.8 — 0.01sin (xzt).
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FIGURE 9 | Dynamics of breaking-out computers B(t) for = 8.
Black curve: a = 0.8; blue curve: a = 0.8 — 0.01sin (zt).
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FIGURE 10 | Dynamics of uninfected computers S(t) for r = 8. Black
curve: a = 1; blue curve: a = 0.9 — 0.0002t.
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FIGURE 11 | Dynamics of latent computers L(t) for z = 8. Black
curve: a = 1; blue curve: a = 0.9 — 0.0002¢.
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FIGURE 12 | Dynamics of breaking-out computers B(t) for 7 =8

Black curve: a = 1; blue curve: o = 0.9 — 0.0002t.
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FIGURE 13 | Dynamics of uninfected computers S(¢) for = 0. Black
curve: a = 1; blue curve: a = 0.9; and red curve: a(t) = 0.8 — 0.01sin(xzt).
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FIGURE 14 | Dynamics of latent computers L(t) for z = 0. Black
curve: a = 1; blue curve: a = 0.9; and red curve: a(t) = 0.9 — 0.0002t.
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FIGURE 15 | Dynamics of breaking-out computers B(t) for z = 0.
Black curve: a=1; blue curve: a=0.9; and red curve:
a(t) = 0.8 — 0.01sin(xt).
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FIGURE 16 | Effect of time delay 7 on the breaking-out computers
B(t) for a(t) = 0.9 — 0.0002¢. Black curve: ¢ = 0; blue curve: 7 = 7; and red
curve: 7 = 8.
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FIGURE 17 | Dynamics of uninfected S(¢), latent L(t), and breaking-
out B(t) computers for = 8 and a = 1. Black curve: S(¢); blue curve: L(t);
and red curve: B(t).
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FIGURE 18 | Dynamics of uninfected S(¢), latent L(t), and breaking-
out B(t) computers for z = 8 and a(t) = 0.9 — 0.0002¢. Black curve: S(t);
blue curve: L(t); and red curve: B(t).
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FIGURE 19 | Effect of the latent infection rate $, on the dynamics of
breaking-out computers B(t) for 7 =8 and a(t) = 0.9 — 0.0002¢t. Black
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t
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curve: f; = 0.01; blue curve: f; = 0.03; and red curve: ; = 0.05.
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FIGURE 20 | Effect of the breaking-out infection rate $, on the dy-
namics of breaking-out computers B(t) for 7 = 8 and a(t) = 0.9 — 0.0002t.
Black curve: g, = 0.01; blue curve: #, = 0.05; and red curve: , = 0.09.
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FIGURE 21 | Effect of the latent recovery rate y; on the dynamics of
breaking-out computers B(t) for 7 =8 and a(t) = 0.9 — 0.0002¢t. Black
curve: y; = 0.02; blue curve: y; = 0.1; and red curve: y; = 0.2.

different dynamics compared to the constant fractional-order as
shown in Figures 13, 14, and 15. This highlights the ability of the
variable-order model to capture evolving memory effects.

The influence of the latent and breaking-out infection rates f;
and f, on B(t) is shown in Figures 19 and 20. Increasing these
parameters leads to higher levels of infection and larger oscil-
lation amplitudes. Figure 21 illustrates that increasing the latent
recovery rate y; reduces the number of breaking-out computers.
This highlights the role of recovery mechanisms in controlling
malware spread. On the other hand, Figure 22 illustrates the
impact of the external infection rate 6, showing that increasing 0
leads to higher infection levels.

20 T T T T T

15t E

0 1 1 1 1 1
0 50 100 150 200 250 300

t

FIGURE 22 | Effectof the external infection rate 6 on the dynamics of
breaking-out computers B(t) for z =8 and a(t) = 0.9 — 0.0002¢. Black
curve: @ = 0.02; blue curve: 8 = 0.2; and red curve: 8 = 0.3.

1 1 1 1
0 50 100 150 200 250 300
t

FIGURE 23 | Dynamics of breaking-out computers B(t) for 7 = 8. Black
curve: @ = 1; blue curve: a = 0.9; and red curve: a(t) = 0.8/(1 + 0.02¢).

As shown in Figure 23, decreasing the fractional order leads to
a lower infection levels. Moreover, it is evident that as a(t) tends
to zero, the memory effect becomes stronger. Consequently, the
number of infected computers decreases, and the system be-
comes more stable.

Figure 16 shows that increasing the time delay 7 leads to stronger
oscillations in B(¢) during the early stages. This reflects the effect
of delayed antivirus response on infected computers. All curves
eventually converge nearly to the same steady state. This in-
dicates that the delay primarily affects the transient behavior
rather than the long-term dynamics.

The proposed model gives a better understanding of malware
propagation under the memory effect. Therefore, a better un-
derstanding of computer virus propagation under the memory
effect (regular antivirus updates) is provided by the proposed
model. In addition, the influence of time delay due to the time
taken by the antivirus to remove the virus from the infected devices
is considered in the proposed mode. So, we hope that this study can
help to develop antivirus software based on the proposed model.

Overall, the results show that variable-order memory and time
delay provide a deeper understanding of cyber epidemic dy-
namics. They also highlight memory effects and delayed response
on system behavior.

7 | Conclusion

In this work, a delayed cyber epidemic fractional model with
variable order is proposed. Numerical simulations are executed
to investigate the dynamics of the proposed model. The variable-

Complexity, 2026

9 of 11

85U8017 SUOWIWIOD BAEa.D 3|l (dde au Aq peusenob are Ssolle O 8sn JO S9N 10} Aeiq i 8ul|UO /8|1 UO (SUORIPUOD-PUB-SWISHW0D A8 | 1M ATeIq 1 BUt|UO//:SANY) SUORIPUCD pue swie | 8y} 89S *[920z/80/8T] Uo AkeiqiTauluo A8|im ‘(BuUnsu3) yJomieN “is uotieN uendAB3 Aq 9e09vee/x|do/SSTT OT/I0p/W0 A8 | imAeIq U1 UO//SANY Woly papeojumoq ‘T ‘9202 ‘€058



order fractional derivative is employed to capture the time-
dependent memory effect on the dynamics of the antivirus
software. The time delay represents the time taken by the an-
tivirus to detect and eliminate malware. We use the pre-
dictor-corrector method due to its efficiency in solving variable-
order fractional dynamical systems. Furthermore, it is suitable
for capturing the memory effects and provides stable numerical
solutions for systems with time delay. We argue that studying
memory effects can improve antivirus strategies and reduce
malware spread. The results show that frequent antivirus up-
dates (captured by variable memory effects) and reduced re-
sponse delays play a significant role in improving antivirus
performance. Future work will focus on validating the proposed
model using real data and assessing its predictive capability.
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