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ABSTRACT This paper proposes a machine learning (ML)-driven framework for Open Radio Access
Networks (ORAN) to address security, Ultra-Reliable Low-Latency Communication (URLLC), and energy
efficiency challenges. By integrating Isolation Forest for security, One-Class SVM for URLLC, and
Generative Adversarial Networks (GANSs) for cost optimization, the framework dynamically adapts to
network traffic shifts while adhering to ORAN’s open architecture principles. Evaluations on a dataset
of 72,000 instances with 21 features demonstrate 92% attack detection, 15% latency reduction, and 20%
energy savings, validated through rigorous metrics such as precision-recall the area under the curve (AUC)
and synthetic cost modeling. The proposed solution represents a significant advancement in the field
of intelligent network management, offering a comprehensive approach to the most pressing challenges
in modern telecommunications infrastructure. Through extensive simulations and real-world testing, we
validate that our framework outperforms existing approaches in terms of attack detection accuracy, latency
optimization, and energy efficiency without compromising the essential interoperability principles of the
ORAN architecture.

INDEX TERMS ML, ORAN, security, URLLC, energy efficiency, anomaly detection, generative
adversarial networks, one-class SVM, isolation forest, RU, DU, CU.

. INTRODUCTION

HE EMERGENCE of ORAN has revolutionized

telecommunications infrastructure by disaggregating
hardware and software components, enabling interoperability
among equipment from different vendors. This paradigm
shift offers numerous advantages including reduced capital
expenditure, increased innovation, and enhanced flexibility
in network deployment. However, this open architecture
introduces several critical challenges that must be addressed
for successful adoption in mission-critical applications.

A. SECURITY VULNERABILITIES IN ORAN
ARCHITECTURE

ORAN’s  open architecture introduces  significant
vulnerabilities such as eavesdropping, traffic flooding, and

data poisoning attacks [1]. The disaggregated components
and standardized interfaces create multiple attack vectors
that can be exploited by malicious actors. Traditional
security mechanisms such as firewalls and encryption
are insufficient for addressing these sophisticated threats,
especially those targeting the open interfaces between Radio
Units (RU), Distributed Units (DU), and Control Units
(CU). Furthermore, the integration of third-party applications
and services through ORAN’s openness expands the attack
surface considerably. The security challenges in ORAN can
be categorized into four primary areas:

o Interface Vulnerabilities: The standardized interfaces
(E2, Open Fronthaul) between ORAN components cre-
ate potential entry points for attackers. These interfaces

(© 2025 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.
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must transmit large volumes of time sensitive data,
making traditional deep packet inspection impractical
for security monitoring.

o Multi-vendor Integration Risks: The interoperability of
components from different vendors creates integration
challenges where security assumptions and implemen-
tations may not align perfectly, creating security gaps
at component boundaries.

o Virtualization Security: The virtualized components
in ORAN deployments introduce virtualization-specific
vulnerabilities such as hypervisor exploits, virtual
machine escape, and resource contention attacks that
must be addressed.

o API Security: The extensive use of APIs for compo-
nent communication and management creates additional
attack vectors through API abuse, unauthorized access,
and injection attacks targeting API endpoints.

Recent industry reports have documented a 47% increase
in attacks targeting telecommunications infrastructure over
the past two years [2], with disaggregated architectures expe-
riencing 2.3 times more attempted breaches than traditional
monolithic deployments. This trend underscores the urgent
need for advanced security measures tailored to ORAN
environments.

Existing ORAN Security Approaches: Current security
solutions in ORAN primarily focus on signature-based intru-
sion detection systems or single-model anomaly detection.
Traditional approaches achieve only 65-75% accuracy in
detecting novel network attacks [3], compared to the 90%-
accuracy required for operational deployment.

B. URLLC CHALLENGES IN MODERN NETWORK
ENVIRONMENTS

URLLC requirements are challenged by various factors
in ORAN deployments. Packet loss due to congestion,
interference from competing transmissions, and processing
delays across the disaggregated components all threaten the
stringent URLLC requirements of sub-millisecond latency
and 99.999% reliability [4]. Additionally, the variability
in traffic patterns, particularly in multi-tenant networks,
creates unpredictable spikes that can degrade URLLC
performance. These challenges become particularly acute in
mission-critical applications such as industrial automation,
autonomous vehicles, and tactical communications. URLLC
challenges can be further delineated into the following
aspects:

o End-to-End Latency Management: The disaggregation
of RAN components introduces additional processing
hops and potential serialization delays that must be care-
fully managed to meet end-to-end latency requirements.

« Reliability Under Network Stress: Maintaining 99.999%
reliability under network congestion, interference, and
hardware failures requires sophisticated failover mech-
anisms and predictive resource allocation.

e Quality of Service (QoS) Differentiation: Supporting
simultaneous URLLC and enhanced Mobile Broadband
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(eMBB) traffic requires fine-grained QoS differentiation
mechanisms that can prioritize latency-sensitive traffic
without starving bandwidth-intensive applications.

« Fronthaul Latency Constraints: The split architecture of
ORAN places strict timing requirements on fronthaul
links, with typically less than 100 ms allowable delay
for time-sensitive functional splits.

o Multi-tenant Resource Contention: In virtualized ORAN
deployments supporting multiple tenants, resource con-
tention can lead to unpredictable latency spikes that
threaten URLLC requirements.

Field measurements from early ORAN deployments show
latency variations up to 37% higher than in traditional RAN
implementations [5], with particular challenges observed
during handovers and under high network load conditions.
These measurements highlight the need for specialized
latency optimization mechanisms in ORAN systems.

URLLC Optimization in ORAN: Existing URLLC
approaches typically employ heuristic scheduling algorithms
or traditional optimization methods. Field measurements
from early ORAN deployments show latency variations
higher than in traditional RAN implementations [5], high-
lighting the need for specialized optimization.

C. ENERGY EFFICIENCY CONCERNS

Energy inefficiencies in ORAN deployments arise from
multiple sources, including static resource allocation, redun-
dant processing, and high power consumption in Radio
Access Network (RAN) components [6]. These issues are
exacerbated by the need to maintain continuous connectivity
and high performance across diverse traffic conditions.
Traditional energy management approaches lack the adapt-
ability required to address dynamic network conditions,
often resulting in significant energy waste during low-
traffic periods and potential resource starvation during peak
demands. The energy efficiency challenges in ORAN can be
quantified through several key metrics:

« Power Amplifier Efficiency: Power amplifiers in RUs
typically operate at 25-35% efficiency, consuming a
disproportionate amount of energy relative to their
functional contribution.

o Idle Mode Power Consumption: ORAN base stations
consume 60-80% of their peak power even during idle
periods, representing significant energy waste during
low-traffic hours.

« Cooling Requirements: The distributed nature of ORAN
deployments often results in suboptimal cooling config-
urations, with cooling systems accounting for 15-25%
of total energy consumption.

« Computational Overhead: The separation of functions
across multiple components increases computational
redundancy and inter-component communication over-
head, resulting in 10-20% higher processing power
requirements compared to integrated solutions.

o Traffic-Aware Scaling Limitations: Current implemen-
tations of ORAN often lack fine-grained traffic-aware
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scaling capabilities, resulting in energy utilization that
does not proportionally scale with traffic demands.
Industry reports indicate that telecommunications
networks account for approximately 2-3% of global energy
consumption [7], with RAN components responsible for
70-80% of this energy usage. This significant environmental
and operational cost underscores the importance of energy
optimization in ORAN deployments. Energy Efficiency
Solutions: Current energy optimization in ORAN relies
on static power control mechanisms. Conventional energy
optimization algorithms typically yield only 5-10% energy
savings [8], far below the potential efficiency improvements
possible with sophisticated approaches.

D. FEDERATED LEARNING CHALLENGES IN ORAN

This subsection addresses the challenges and trade-offs
involved in implementing federated learning (FL) within
ORAN environments. Key Challenges shows:

1) Synchronization Overhead: Due to the heterogeneous
and dynamic nature of ORAN components, achieving
model synchronization across nodes presents signifi-
cant challenges:

« Straggler Effects: Devices with different computa-
tion and communication capabilities cause delays
in global model updates

o Gradient Staleness: Asynchronous updates lead to
outdated gradient information

o Network Partitioning: Temporary disconnections
require robust aggregation mechanisms

2) Bandwidth Constraints: Frequent communication of
model updates between distributed units significantly
impacts network resources:

o Communication Overhead: Model parameter trans-
mission competes with user data

o Gradient Compression: 87% compression achieved
through quantization and sparsification

o Update Frequency: Adaptive scheduling based on
model convergence metrics

3) Privacy vs. Performance Trade-offs: While federated
learning enhances privacy by keeping data local, it
introduces performance challenges:

e Non-IID Data: Local models diverge due to
variations in user behavior and network loads

o Convergence Rate: Heterogeneous data distribu-
tions slow global model convergence

« Differential Privacy: Privacy-preserving mecha-
nisms (¢ = 0.1) add noise affecting accuracy

4) Security and Adversarial Risks: Federated learning
introduces new attack vectors:

« Poisoning Attacks: Malicious nodes inject incor-
rect model updates

+ Byzantine Failures: Robust aggregation mecha-
nisms required for fault tolerance

o Model Inversion: Gradient analysis can potentially
reveal sensitive information
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5) Hardware  Acceleration and  Energy  Costs:
Decentralized model training on edge units creates
resource constraints:

o Computational Overhead: RUs and DUs have
limited processing capabilities
o Energy Consumption: Training conflicts with
energy-efficiency goals
e Memory Constraints: Model storage and
intermediate computations require optimization
Mitigation Strategies:
1) Asynchronous Federated Averaging: Reduces synchro-
nization overhead
2) Hierarchical Aggregation:
reduces communication costs
3) Secure Aggregation: Cryptographic protocols protect
against poisoning attacks
4) Adaptive Learning Rates: Compensate for non-IID data
distributions
5) Edge-Cloud Collaboration: Offload intensive compu-
tations to cloud resources

Multi-level aggregation

E. LIMITATIONS OF TRADITIONAL ML APPROACHES
Traditional ML approaches face substantial integration
challenges in ORAN’s modular environment [3]. These chal-
lenges include data inconsistency across vendors, real-time
processing constraints, and adaptation to dynamic network
conditions. Conventional supervised learning models require
extensive labeled data that may not be available for novel
attack vectors or unusual traffic patterns. Furthermore, the
computational complexity of traditional ML algorithms can
introduce unacceptable processing delays that conflict with
URLLC requirements. Specific limitations of traditional ML
approaches in ORAN contexts include:

o Training Data Requirements: Supervised learning mod-
els typically require large volumes of labeled data,
which is often unavailable for emerging threats or rare
network conditions. Simulated data may not accurately
represent real-world traffic patterns, leading to poor
model generalization.

« Computational Complexity: Many traditional ML algo-
rithms have high computational complexity that scales
poorly with data volume. For example, standard Support
Vector Machines (SVM) have O(n?) training complex-
ity, making them impractical for real-time processing
of high-volume network traffic.

o Adaptability Limitations: Static models trained on his-
torical data often fail to adapt to evolving network
conditions, traffic patterns, and threat landscapes,
requiring frequent retraining that disrupts operational
continuity.

« Feature Representation Challenges: Network traffic has
complex temporal and spatial dependencies that are
difficult to capture with traditional feature engineering
approaches, limiting the effectiveness of conventional
ML models.
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TABLE 1. Comparison with state-of-the-art within security, URLLC, energy, integration, and distribution.

Approach Security URLLC Energy Integration | Distributed
Traditional IDS [1] 65% detection | - - Centralized No
Heuristic Resource Allocation [5] - 8.7ms latency | Basic Limited Partial
Static Energy Optimization [8] - - Baseline No No

Our Framework 92% detection | 4.2ms latency | 20% Improvement | Full Yes

o Explainability Deficits: Many high-performing ML
algorithms function as “closed box,” making it difficult
for network operators to understand and trust model
decisions, particularly in security-critical applications.

o Vendor-Specific Implementations: ML models trained
on data from specific vendor equipment may not gener-
alize well to multi-vendor ORAN deployments, limiting
their practical utility in heterogeneous environments.

Recent research has shown that traditional ML approaches
achieve only 65-75% accuracy in detecting novel network
attacks [9], compared to the 90%+ accuracy required
for operational deployment. Similarly, conventional energy
optimization algorithms typically yield only 5-10% energy
savings [8], far below the potential efficiency improve-
ments possible with more sophisticated approaches. As
shown in Table 1, the proposed framework bridges the
gap between ORAN’s open standards and ML-driven
adaptability, enabling robust performance in tactical sce-
narios where security, reliability, and energy efficiency are
paramount.

F. PROPOSED SOLUTION AND CONTRIBUTIONS

To address these interconnected challenges, we propose
a comprehensive ML framework that combines dynamic
anomaly detection, latency optimization, and energy-efficient
resource allocation. Our work presents several novel contri-
butions that distinguish it from existing literature in ORAN
security, URLLC, and energy efficiency:

1) Novel Integrated Framework: We introduce the first
integrated machine learning framework that simultane-
ously addresses security, latency, and energy efficiency
in ORAN systems through the combination of Isolation
Forest, One-Class SVM, and GANs with distributed
intelligence across CU, DU, and RU layers.

2) Holistic Optimization Approach: Unlike existing
approaches that optimize individual aspects, our frame-
work provides joint optimization across all three
critical dimensions with mathematical formulation for
dynamic trade-offs.

3) Distributed ML Architecture: Implementation of dis-
tributed intelligence with adaptive feature selection and
cost function optimization specifically designed for
ORAN’s disaggregated architecture.

4) Comprehensive Evaluation: Extensive validation across
multi-tenant scenarios, scalability testing (5-100+
RUs), environmental robustness, and adversarial con-
ditions.
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Performance Achievements:

o Security Enhancement: 92% attack detection rate with
4.5% false positive rate (27% improvement over tradi-
tional IDS)

« URLLC Optimization: 15% latency reduction while
maintaining 98% packet delivery ratio (52% improve-
ment over heuristic scheduling)

« Energy Efficiency: 20% energy savings through GAN-
driven optimization (compared to static allocation
baseline).

Gap Analysis: Our comprehensive literature review reveals
that no existing work has proposed the specific combina-
tion of:

« Isolation Forest + One-Class SVM + GANs for ORAN

« Simultaneous optimization of security, URLLC, and
energy efficiency

« Distributed intelligence across CU/DU/RU with feder-
ated learning capabilities

« Dynamic feature selection with real-time adaptation

This gap justifies the novelty and significance of our
proposed framework.

The proposed framework bridges the gap between
ORAN’s open standards and ML-driven adaptability,
enabling robust performance in tactical scenarios where
security, reliability, and energy efficiency are paramount.
By addressing these challenges holistically, our approach
provides a foundation for next-generation wireless networks
that can meet the demands of emerging applications while
maintaining operational efficiency. The remainder of this
paper is organized as follows: Section II presents the
system model and methodology, detailing the ORAN archi-
tecture, data preprocessing approaches, and the proposed
machine learning algorithms. Section III formulates the
multi-objective optimization problem. Section IV presents
experimental results and performance evaluations across
different scenarios. Finally, Section V concludes the paper
and discusses future research directions.

Il. SYSTEM MODEL AND METHODOLOGY
The proposed ORAN architecture builds upon established
5G network principles [10] while integrating ML modules
into standardized layers, as shown in Figure 1: the CU, DU,
and Remote Radio Unit (RRU). This architecture aligns with
the O-RAN Alliance specifications while incorporating novel
ML capabilities for enhanced performance [11].

The CU serves as the central intelligence of the network,
handling higher-layer protocol processing and orchestrating
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FIGURE 1. Overview of ORAN Architecture Design and Development Workflow [12].

network-wide optimizations. The CU hosts the GAN-based
cost optimization module and coordinates the ML pipeline
across all components. The CU is further divided into two
functional entities:

e CU-CP (Control Plane): Manages Radio Resource
Control (RRC) and control-plane aspects of the Packet
Data Convergence Protocol (PDCP). The CU-CP hosts
the strategic components of the ML framework, includ-
ing policy engines, long-term optimization algorithms,
and coordination mechanisms for distributed ML com-
ponents.

e CU-UP (User Plane): Handles user-plane aspects of
PDCP and Service Data Adaptation Protocol (SDAP)
functions. The CU-UP integrates ML components for
traffic classification, application-aware optimization,
and end-to-end flow management.

The DU manages medium access control (MAC) and
radio link control (RLC) functions, executing the Isolation
Forest for security and One-Class SVM for URLLC. The DU
operates at a lower latency threshold than the CU, enabling
rapid response to security threats and latency violations. The
DU implements several key functions:

« Real-Time Scheduling: ML-enhanced scheduling algo-
rithms that balance throughput, latency, and energy
efficiency requirements.

« Radio Resource Management: Dynamic allocation of
frequency, time, and spatial resources based on ML
predictions of traffic patterns and user requirements.

o Interference Management: ML-driven interference
detection and mitigation techniques that adapt to chang-
ing radio conditions.
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« Flow Control: Advanced flow control mechanisms that
use ML predictions to prevent congestion and ensure
QoS compliance.

The RRU handles physical layer processing and radio
frequency operations, implementing the energy efficiency
optimizations generated by the GAN. The RRU includes:

o Beamforming Optimization: ML-enhanced beamform-
ing algorithms that adapt to user mobility and channel
conditions.

« Power Control: Dynamic transmit power adjustments
based on ML predictions of coverage requirements and
interference patterns.

« Signal Processing: Adaptive signal processing algo-
rithms that balance processing complexity with
performance requirements.

o Front-haul Optimization: Intelligent compression and
packet scheduling techniques that minimize front-
haul bandwidth requirements without compromising
performance.

This hierarchical structure enables distributed intelligence
while maintaining centralized coordination [13], creat-
ing a balanced approach to ML deployment in ORAN
environments. The standardized interfaces between these
components (E2, Open Fronthaul) facilitate seamless inte-
gration of the ML modules while preserving interoperability
with equipment from different vendors. The ML frame-
work implementation follows a microservices architecture,
with individual ML components deployed as containerized
services that communicate through standardized APIs. This
approach enables flexible deployment across heterogeneous
hardware platforms and simplifies component updates and
replacements as ML technologies evolve.

A. DATA PREPROCESSING AND FEATURE
ENGINEERING

At the CU, the dataset used in our study consists of
72,000 network traffic instances with 21 features, sourced
from [14]. This publicly available dataset contains real-
world 5G network traffic patterns with appropriate licensing
for research purposes, making our results reproducible and
verifiable by the research community. The dataset was
collected from a controlled 5G testbed environment that
simulates realistic network conditions. Prior to analysis,
the dataset underwent several preprocessing steps to ensure
data quality and feature relevance. The preprocessing stages
include:

o Missing Value Handling: We employ multiple imputa-
tion techniques for handling missing values, including
mean/median imputation for numerical features and
mode imputation for categorical features. For time-
series features, we utilize linear interpolation to preserve
temporal patterns. The specific imputation method is
selected based on feature characteristics and missing
data patterns, using a decision tree that considers feature
type, missing value percentage, and correlation with
other features.
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o Normalization: All features are normalized using Min-
Max scaling to ensure uniform contribution to the
ML models. This process transforms features such as
(Meet UL Bitrate), (Zoom DL Bitrate), and (Teams
UL Bitrate) to a common scale without distorting
differences in the ranges of values. For features with
heavy-tailed distributions, we apply log transformation
before normalization to reduce skewness and improve
model performance.

Feature Selection: We employ recursive feature elimina-
tion with cross-validation (RFECV) to identify the most
relevant features for each ML model, reducing dimensional-
ity while preserving predictive power. The feature selection
process uses a Random Forest estimator to rank features
by importance, iteratively removing the least important
features until an optimal subset is identified. Additionally,
we apply mutual information analysis to capture non-
linear relationships between features and target variables,
complementing the linear correlation analysis.

Feature engineering derives a dynamic cost metric in
equation (1) combining balancing latency (L), bitrate (B),
and power consumption (f’) [15].

Cost = wiL + waB + w3 P (1)

where wy, wp, w3 are weights derived from domain-specific
analysis of operational priorities. These weights are dynam-
ically adjusted based on network conditions and mission
requirements, creating an adaptive cost function that reflects
the current operational context. The weight adjustment
follows a reinforcement learning approach, with weights
updated based on the observed impact of previous allocations
on overall network performance. The weight update mech-
anism uses a Q-learning formulation in equation (2) [16]:

wit + 1) =wi(t) + a[r(0) +y max Q(si41, @) — Qlsi, ar)]
2

where « is the learning rate, y is the discount factor, r(¢)
is the reward (improvement in network performance), and
QO(s, a) represents the expected future reward for taking
action a in state s.

Additional engineered features include:

o Temporal Patterns: Features capturing time-of-day and
day-of-week patterns in network traffic, including
Fourier transforms of traffic time series to extract
cyclical patterns at different frequencies. These features
enable the models to adapt to predictable traffic varia-
tions without treating them as anomalies.

o Statistical Moments: Skewness and kurtosis of traffic
distributions to capture anomalous behavior, calculated
over multiple time windows (5 minutes, 15 minutes,
1 hour) to detect deviations at different time scales. The
multi-scale approach enables detection of both sudden
spikes and gradual shifts in traffic patterns.

« Application-Specific Metrics: Derived features for spe-
cific applications such as video conferencing and
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real-time messaging, including packet size distributions,
inter-packet arrival times, and protocol-specific indi-
cators. These application-aware features improve the
accuracy of anomaly detection for specific traffic types.

o Entropy-Based Features: Shannon entropy and
Kullback-Leibler divergence metrics that capture the
information content and distributional shifts in network
traffic, providing early indicators of potential anomalies
or traffic pattern changes.

o Graph-Based Features: Metrics derived from network
traffic graphs, including node degree distributions, clus-
tering coefficients, and centrality measures that capture
the structural properties of communication patterns
across the network.

o Cross-Protocol Correlations: Features capturing correla-
tions between different protocol layers and applications,
enabling detection of anomalies that manifest across
multiple traffic types but may be subtle within individual
protocols.

This comprehensive approach to data processing and
feature engineering creates a robust foundation for the
ML models, enabling accurate detection of anomalies,
optimization of latency, and reduction of energy consump-
tion. The feature engineering process is iterative, with
new features developed and evaluated based on model
performance and emerging network characteristics. Having
established the architectural framework, we now detail the
data preprocessing and feature engineering approaches that
prepare the network traffic data for analysis by our ML
models.

B. ANOMALY DETECTION FRAMEWORK

The DU layer executes anomaly detection using Isolation
Forest for security and One-Class SVM for URLLC. These
algorithms operate in parallel to identify different types of
anomalies while minimizing computational overhead.

1) ISOLATION FOREST FOR SECURITY

Isolation Forest is selected for security anomaly detection
due to its ability to efficiently identify outliers without
requiring labeled attack data. The algorithm operates by
recursively partitioning the feature space using random splits,
isolating anomalies in fewer steps than required for normal
points. The anomaly score for a data point x is computed
via equation (3):

_ Elhw]
Anomaly Score(x) =2~ <™ , (3)

where E[A(x)] is the average path length of sample x in the
isolation tree, and c(N) is the average path length for N
samples. The Isolation Forest implementation consists of an
ensemble of ¢ isolation trees, each built on a random subset
of the data and features. This ensemble approach improves
robustness against noise and increases detection accuracy.
The algorithm is particularly effective at identifying abrupt
changes in traffic patterns, suspicious protocol behavior,
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and potential data injection attacks. Our implementation
extends the standard Isolation Forest algorithm with several
enhancements:

o Feature-Weighted Splitting: Instead of selecting split
features randomly, we weight feature selection based
on the feature’s historical effectiveness in detecting
anomalies, dynamically adjusting these weights as new
data is processed.

o Adaptive Path Length Normalization: We modify the
standard path length normalization factor c(N) to
account for the specific characteristics of network
traffic, using an empirically derived function that better
represents the expected path length distribution in
telecommunications data.

o Hierarchical Ensemble Structure: We organize isola-
tion trees into a hierarchical structure where different
levels focus on different feature subsets, enabling the
algorithm to detect both global anomalies affecting
the entire network and localized anomalies affecting
specific components or traffic types.

« Temporal Context Integration: We incorporate temporal
context by maintaining a sliding window of recent
anomaly scores and detection patterns, enabling the
algorithm to adjust its sensitivity based on observed
trends and reducing false positives during normal traffic
fluctuations.

The anomaly threshold is calibrated using a domain-
specific approach that balances false positives and false
negatives based on the operational impact of each type
of error. This calibration process involves domain experts
evaluating the cost of missing attacks versus the operational
disruption of false alarms. The threshold is initially set based
on historical data and expert knowledge, then dynamically
adjusted using a Bayesian optimization approach that mini-
mizes the expected operational cost of detection errors.

2) ONE-CLASS SVM FOR URLLC

For URLLC, the One-Class SVM employs a radial basis
function (RBF) kernel in equation (4):

K (31, 37) = exp( =y i =11 @

where x;,x; € R? is input feature vectors, |x; — xj||2
is squared Euclidean distance between them, y > 0 is
a kernel hyperparameter that controls the spread of the
kernel, to detect latency deviations in real-time traffic. This
kernel function allows the SVM to construct a flexible
decision boundary in high-dimensional space, effectively
capturing complex patterns in latency-related features. The
One-Class SVM is trained exclusively on normal traffic data
to learn the characteristics of acceptable latency patterns.
Our implementation includes several enhancements to the
standard One-Class SVM:

o Weighted Feature Transformation: We apply different
weights to features based on their relevance to latency
prediction, amplifying the influence of direct latency
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indicators while maintaining awareness of contextual
features.

o Online Parameter Adaptation: The kernel parameters
(particularly y) are dynamically adjusted based on
observed traffic patterns, becoming more restrictive
during stable periods and more permissive during
transitional periods to reduce false positives.

« Hierarchical Model Structure: Multiple One-Class SVM
models operate at different granularities (application-
specific, service-specific, and network-wide), with their
outputs combined through a weighted voting mechanism
that emphasizes the most relevant model for each traffic
type.

« Confidence-Based Decision Thresholds: Instead of
using a fixed decision threshold, we implement
confidence-based thresholds that adapt to the certainty
level of the model’s predictions, requiring stronger
evidence for anomaly classification in ambiguous cases.

The model continuously monitors real-time traffic, detect-

ing deviations from learned patterns that could indicate
latency spikes, packet loss, or other URLLC violations. The
RBF kernel’s gamma parameter is optimized through cross-
validation to balance sensitivity and specificity, ensuring
accurate detection of latency anomalies while minimizing
false alarms. The One-Class SVM'’s output is integrated with
the network’s QoS mechanisms, triggering adaptive resource
allocation when potential URLLC violations are detected.
This proactive approach enables the network to maintain
sub-millisecond latency even under challenging conditions.

3) ENSEMBLE ANOMALY DETECTION FRAMEWORK

The individual outputs of the Isolation Forest and One-Class
SVM are combined through an ensemble framework that
leverages the strengths of each algorithm while mitigating
their limitations. The ensemble approach uses a weighted
voting mechanism where the weights are dynamically
adjusted based on each model’s recent performance. This
approach improves overall detection accuracy and reduces
false positives compared to individual models. The ensemble
framework incorporates the following mechanisms:

« Context-Aware Weight Adjustment: The contribution of
each model to the final decision is adjusted based on
network context, giving more weight to the Isolation
Forest during suspected security incidents and more
weight to the One-Class SVM during periods of latency
volatility.

« Sequential Decision Logic: For ambiguous cases where
models disagree, a sequential decision process applies
increasingly detailed analysis, starting with lightweight
checks and escalating to more computationally intensive
analysis only when necessary.

o Feedback Integration: Detection results are compared
with subsequent network performance to evaluate the
correctness of anomaly classifications, with this feed-
back used to adjust model parameters and decision
thresholds.
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« Explainability Layer: The ensemble includes an explain-
ability layer that identifies the specific features
and patterns contributing to anomaly classifications,
enabling network operators to understand and validate
detection decisions.

This integrated anomaly detection framework provides
comprehensive protection against both security threats and
URLLC violations while maintaining computational effi-
ciency and operational transparency.

C. GAN-BASED COST OPTIMIZATION

At the RRU, GANs optimize energy efficiency by synthesiz-
ing cost-aware resource allocation patterns [17]. The GAN
architecture consists of a generator (G) and discriminator
(D) are trained using adversarial loss functions in (5) and (6):

L = —E.~p [logD(G(2))], 5)
LD = Expy[log D] + Eop [log(1 — D(G(2)))]. (6)

Where x represents real cost data, z is random noise input
to the generator, G(z) is the synthetic cost data, and D(x)
is the discriminator’s estimate of the probability that x is
real. Our GAN implementation includes several architectural
innovations tailored to network resource optimization:

o Conditional GAN Structure: The generator accepts
not only random noise but also conditional inputs
representing network state and requirements, enabling
generation of context-appropriate resource allocation
patterns.

o Multi-Objective Generator: The generator is trained
with a composite loss function that balances realism
(fooling the discriminator) with operational objectives
such as energy efficiency, latency compliance, and
reliability targets.

o Hierarchical Discriminator: The discriminator evaluates
synthetic data at multiple levels of granularity, from
detailed packet-level patterns to aggregate resource
utilization metrics, ensuring realism across different
operational perspectives.

o Attention Mechanisms: Both generator and discrimi-
nator incorporate attention mechanisms that focus on
critical aspects of resource allocation patterns, improv-
ing the quality of generated data for high-priority
network functions.

The generator uses a deep neural network with four hidden
layers to transform random noise into synthetic cost data that
mimics the statistical properties of real network traffic while
optimizing energy efficiency [18]. The specific architecture
includes:

o Input Layer: Random noise vector (100 dimensions)
concatenated with conditional information (network
state, time of day, active applications)

o Hidden Layer 1: 512 neurons with LeakyReLU activa-
tion and batch normalization

o Hidden Layer 2: 256 neurons with LeakyReLU activa-
tion and batch normalization
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« Hidden Layer 3: 128 neurons with LeakyReLU activa-

tion and batch normalization

« Hidden Layer 4: 64 neurons with LeakyReLU activation

and batch normalization

o Output Layer: 21 neurons (corresponding to the feature

dimensions) with tanh activation.

The discriminator, also implemented as a deep neural
network, distinguishes between real and synthetic cost data,
providing feedback to improve the generator’s output. The
discriminator architecture includes:

o Input Layer: 21 neurons (corresponding to feature
dimensions)

« Hidden Layer 1: 64 neurons with LeakyReLU activation
and dropout (0.3)

« Hidden Layer 2: 128 neurons with LeakyReLU activa-
tion and dropout (0.3)

« Hidden Layer 3: 256 neurons with LeakyReLU activa-
tion and dropout (0.3)

o Output Layer: 1 neuron with sigmoid activation

This adversarial training process enables the generator

to produce increasingly realistic synthetic cost data that
captures complex temporal and spatial patterns in network
traffic. The synthetic data is then used to optimize resource
allocation, reducing energy waste in ORAN base stations
without compromising performance. The GAN’s effective-
ness is further enhanced through:

o Conditional Training: Incorporating time-of-day and
traffic type conditions to generate context-specific opti-
mizations

o Wasserstein Loss: Implementing Wasserstein distance
to improve training stability

o Gradient Penalty: Adding a gradient penalty term to
enforce the Lipschitz constraint and prevent mode
collapse

o Feature Matching: Including an auxiliary objective that
encourages the generator to match statistical properties
of real data beyond just fooling the discriminator

o Minibatch Discrimination: Enabling the discriminator
to compare samples within a minibatch, improving its
ability to detect generator collapse

These enhancements enable the GAN to generate
high-quality synthetic data that preserves critical traffic
characteristics while identifying opportunities for energy
optimization.

lll. PROBLEM FORMULATION

The optimization problem aligns with ORAN’s dynamic
resource allocation requirements [7], balancing latency-
energy tradeoffs [9]. The objective is to maximize security
and minimize latency and energy costs while satisfying
reliability constraints. Let K denote the security threshold,
Ly the overall latency, and P the power consumption. The
optimization problem is formulated in and 8:

min (Lo + aﬁ) subject to: @)
K,Ly

7023



GHANDOURA et al.: DYNAMIC ML FRAMEWORK FOR SECURE, ULTRA-RELIABLE, AND ENERGY-EFFICIENT ORAN SYSTEMS

Security > t (Threshold),
Reliability > p  (Packet Delivery Ratio), )
Energy Cost < € (Budger).

Here, « balances latency-energy tradeoffs, while 7, p, and
€ are mission-specific thresholds.

This formulation captures the multi-objective nature of
the problem, requiring simultaneous optimization of security,
latency, and energy efficiency. We can expand this formula-
tion to incorporate detailed operational constraints:

1) Security Constraint: The security level is computed
as a function of the anomaly detection rate and false
positive rate: Security(K) = ;- Detection Rate (K) —
B>+ False Positive Rate (K) > 7 where 81 and §, are
weights reflecting the relative importance of detection
rate versus false positives.

2) Reliability Constraint: The reliability is measured in
terms of packet delivery ratio and jitter: Reliability =
y1- Packet Delivery Ratio - y»- Jitter > p where yj
and y, are weights balancing the importance of packet
delivery versus consistent timing.

3) Energy Budget Constraint: The energy cost encom-
passes both operational power consumption and
transition costs: f’opemﬁ,,m[ + Istmns,-n-on < €, where

i’,mnsi,,-m, resents the energy cost of state transitions in
network components.

The optimization problem can be further decomposed into

subproblems at different time scales:

1) Short-term Optimization (milliseconds): Real-time
resource allocation decisions to address immediate
latency and security concerns.

2) Medium-term Optimization (seconds to minutes):
Traffic pattern adaptation and load balancing.

3) Long-term Optimization (hours to days): Energy effi-
ciency planning and strategic resource provisioning.

The ML framework dynamically adjusts K, Ly, and P

to maintain system-wide optimality under varying network
conditions. This adaptive approach enables the framework
to respond to changing traffic patterns, emerging threats,
and evolving reliability requirements without manual recon-
figuration. The problem formulation incorporates Slater’s
condition to ensure strong duality, enabling efficient solution
through Lagrangian methods. The resulting optimization
algorithm converges to a Pareto-optimal solution that repre-
sents the best compromise between the competing objectives
of security, latency, and energy efficiency.

The solution approach uses a hierarchical optimization

strategy:

1) Primary Optimization: Latency minimization with
security constraints.

2) Secondary Optimization: Energy efficiency
maximization within the feasible region established
by the primary optimization.

3) Feedback Integration: Continuous refinement of the
optimization parameters based on observed network
performance
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FIGURE 2. Feature Correlation Heatmap.
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This hierarchical approach ensures
performance metrics (security and latency)
while still achieving significant energy
possible.

IV. RESULTS AND DISCUSSION

A. DATA PREPROCESSING

The initial stage involved loading and preprocessing the
dataset. The dataset consisted of 21 features, including
latency-related metrics such as (Meet UL Bitrate), (Zoom UL
Bitrate), and (Teams UL Bitrate). Features were normalized
using “StandardScaler” to ensure that the scales did not bias
the models.

A correlation analysis was performed to identify relation-
ships among features, helping to detect any redundant or
highly correlated features. The correlation heatmap, as shown
in Figure 2, revealed strong positive correlations among sev-
eral latency features, particularly between (Meet UL Bitrate)
and (Zoom UL Bitrate) (r = 0.78), indicating similar traffic
patterns across these applications. Negative correlations were
observed between latency metrics and throughput features,
confirming the expected inverse relationship between these
performance indicators.

1) FEATURE IMPORTANCE ANALYSIS

To understand the relative importance of different features
in the dataset, we conducted a comprehensive feature impor-
tance analysis using multiple techniques. Figure 3 shows
the feature importance ranking derived from a Random
Forest classifier, highlighting the most informative features
for anomaly detection.

The feature importance analysis revealed that traffic-
related features such as (Meet UL Bitrate) and (Zoom DL
Bitrate) were among the most important predictors for both
security and URLLC anomalies. Network state indicators
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FIGURE 3. The feature importance ranking derived from a Random Forest classifier.
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FIGURE 4. Two-dimensional t-SNE embedding of 72,000 ORAN traffic samples
using 21 features, showing clear class separation.

such as (Buffer Occupancy) and (Channel Quality) also
showed high importance, particularly for latency prediction.
Temporal features derived from timestamps demonstrated
moderate importance, confirming the value of capturing
(time - of - day) and (day - of - week) patterns in
the analysis. This correlation analysis informed subsequent
feature selection and dimensionality reduction strategies.
Principal Component Analysis (PCA) was applied to reduce
dimensionality while preserving 95% of the variance,
resulting in a reduction from 21 to 14 features. This
dimensionality reduction improved computational efficiency
without sacrificing model performance.

2) DIMENSIONALITY REDUCTION AND VISUALIZATION

To better understand the structure of the data and validate
the effectiveness of dimensionality reduction, we visualized
the data using t-SNE (t-distributed Stochastic Neighbor
Embedding). Figures 4 and 5 show the t-SNE visualization
of the dataset before and after PCA, respectively, colored
by traffic type (normal, security anomaly, and URLLC
violation).

The t-SNE visualization demonstrates that even after
dimensionality reduction, the separation between normal
traffic and anomalies remains clearly visible. Security
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t-SNE of PCA-Reduced Data (14 features)

30 e ® Normal
@ Security Anomaly
'.o. 000.'.' ..E.g'j' °% , © URLLC Violation
o 4 °
20 o.‘."r".}' ) ae P30 Lodites
080 0® ©o ° ‘e 'C
d oo %o 2 .'.. o
oo o o0° .‘o". Lo 8 0%0,
10 e 28 [ o~$4.'. o OB
ot 2§ o .'..M" y 8°
o {%3E oo 8% o

oo, L "] oo ° o * L Y

R, 00 a0, D et 0 gh
® ®

o
o 2

AN

°®
~"~“ °
e

33

-40 -30 -20 -10 0 10 20 30 40

FIGURE 5. t-SNE visualization post-PCA (14 features, 95% variance retained)
maintaining traffic class discrimination.

anomalies (shown in red) form distinct clusters, while
URLLC violations (shown in blue) appear as scattered
outliers. This visualization confirms that the dimensionality
reduction preserves the discriminative information necessary
for effective anomaly detection [19].

B. DATA AUGMENTATION

Given the inherent imbalance between anomalies and normal
data points, SMOTE (Synthetic Minority Oversampling
Technique) was applied to augment the dataset. This
increased the representation of anomalies to ensure balanced
training for the anomaly detection models. The original
dataset size of 72, 000 rows grew to 102, 600 rows after aug-
mentation. This step addressed class imbalance, enhancing
the models’ ability to detect anomalies in underrepresented
regions. The augmented anomalies were generated by inter-
polating existing anomaly samples, ensuring variability and
diversity in the training set. Resultant Shapes:

o Original Data: (72,000, 21)
« Augmented Data: (102,600, 21)

The SMOTE algorithm was configured with k = 5 nearest
neighbors and a minority class oversampling ratio of 0.5,
creating synthetic samples that preserve the statistical prop-
erties of the original anomaly instances while introducing
controlled variability. This approach was particularly impor-
tant for security-related anomalies, where traditional data
augmentation techniques might generate unrealistic traffic
patterns that fail to represent actual attack vectors.

To validate the quality of the augmented data, we
performed distribution matching tests that confirmed the
synthetic samples maintained similar statistical properties
to the original anomalies while introducing sufficient varia-
tion to improve model generalization. The Jensen-Shannon
divergence between original and augmented distributions
was (.08, indicating strong similarity while avoiding exact
duplication.
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FIGURE 6. The distribution of key features before and after augmentation for Meet
UL Bitrate Distribution data.

The application of SMOTE in high-dimensional network
traffic data presents several challenges that we have system-
atically addressed [20]:

Identified Risks:

1) Synthetic Anomaly Realism: Risk that synthetic
anomalies may not represent realistic attack vec-
tors [21]

2) Curse of Dimensionality: SMOTE performance degra-
dation in high-dimensional spaces [22]

3) Distribution Shift: Potential alteration of original data
distribution [23].

Mitigation Strategies [20], [24], [25]:

1) Jensen-Shannon Divergence Validation: We computed
JS divergence between original and synthetic data
distributions, achieving a score of 0.08, indicating high
similarity.

2) Statistical Property Preservation: Distribution matching
tests confirmed that synthetic samples preserve key
statistical properties (mean: 0.02 difference, variance:
0.01 difference).

3) Expert Review Process: Domain experts evaluated syn-
thetic attack patterns for realism, with 94% approval
rate.

4) Boundary Analysis: We implemented boundary
detection to ensure synthetic samples remain
within realistic parameter bounds for network
traffic.

Validation Results:

« Original vs. Synthetic data similarity: 96.3%
« False positive rate on synthetic data: 2.1%
o Model performance consistency: 98.7%

Figures 6, 7, and 8 illustrate the distribution of key
features (Meet UL Bitrate Distribution data, Zoom UL
Bitrate Distribution data, and Teams UL Bitrate Distribution
data) before and after augmentation, demonstrating the
preservation of statistical properties while increasing the
representation of minority classes.
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FIGURE 7. The distribution of key features before and after augmentation for Zoom
UL Bitrate Distribution data.
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FIGURE 8. The distribution of key features before and after augmentation for Teams
UL Bitrate Distribution data.

C. EVALUATION AGAINST ZERO-DAY ATTACKS

This section evaluates our framework’s capability to detect
previously unseen attack types, a critical requirement for
real-world deployment [26], [27].

Zero-Day Attack Test Setup: We constructed a zero-day
attack test set using traffic patterns and anomaly types not
included during training or SMOTE-based augmentation,
including:

« Novel payload injection patterns [28]

o Timing-based DoS variants [29]

« Stealthy reconnaissance scans [30]

o Advanced persistent threat (APT) simulations [31]

Model Design for Generalization: Our hybrid framework
leverages unsupervised and semi-supervised techniques [32]:

1) Isolation Forest: Requires no labeled attack data,
enabling zero-day detection through anomaly scoring

2) One-Class SVM: Learns normal behavior boundaries,
detecting deviations without prior attack knowledge

3) Ensemble Robustness: Multiple model agreement
reduces false negatives for novel attacks [33]

4) Adaptive Thresholds: Dynamic adjustment based on
network baseline shifts
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FIGURE 9. Confusion Matrix for Isolation Forest Security performance showing 92%

attack detection rate and 4.5% false positive rate for ORAN network traffic anomaly
detection.

Zero-Day Performance Results:

o True Positive Rate (TPR): 72.4%

e Area Under Curve (AUC): 0.89

o False Positive Rate: 3.2%

o Anomaly Generalization Score: 85%

Analysis: While performance on zero-day attacks is
lower than on known attack types, the results demonstrate
reasonable sensitivity to unknown threats without requiring
model retraining. The framework’s unsupervised components
provide inherent robustness against novel attack vectors [34].

D. ISOLATION FOREST FOR SECURITY ENHANCEMENT
The framework’s security performance demonstrates excel-
lent results with a 92% attack detection rate and 4.5% false
positive rate, as shown in the confusion matrix in Figure 9.

The Isolation Forest achieves perfect separation (AUC
= 1.0) between normal and attack traffic, confirming its
robustness against data poisoning and spoofing. This is
further illustrated in the precision-recall curve, Figure 10.

The precision-recall curve demonstrates the relationship
between precision (positive predictive value) and recall
(sensitivity) across various threshold settings. The perfect
AUC score indicates exceptional classification performance,
with the model achieving both high precision and high
recall simultaneously. This performance was validated using
stratified 5-fold cross-validation to ensure robustness, though
we acknowledge performance may vary when encountering
novel attack vectors not present in our dataset.

This strong detection capability stems from our com-
prehensive feature engineering approach and the Isolation
Forest’s effectiveness at identifying anomalous patterns in
high-dimensional network traffic data, particularly when
anomalies deviate from normal patterns across multiple
features simultaneously.

Further analysis of detection latency showed that the
Isolation Forest could identify attacks within 50ms of their
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Precision-Recall Curve for Isolation Forest
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FIGURE 10. Precision-Recall Curve for Isolation Forest: classification performance
(AUC = 1.0) demonstrating exceptional zero-day attack detection capability without
labeled training data.
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FIGURE 11. The detection performance across different attack types.

initiation, well within the required timeframe for tactical
applications. This rapid detection enables proactive defense
mechanisms to mitigate potential damage from security
breaches.

To evaluate the robustness of the security module,
we conducted additional tests with adversarial examples
designed to evade detection. These examples included subtle
modifications to attack traffic patterns based on knowledge
of the detection algorithm. Even under these challenging
conditions, the Isolation Forest maintained a detection
rate of 87.5%, demonstrating resilience against adversarial
manipulation.

Figure 11 shows the detection performance across dif-
ferent attack types, revealing that the Isolation Forest is
particularly effective at identifying distributed denial-of-
service (DDoS) attacks (97.8% detection rate) and data
exfiltration attempts (94.2% detection rate), while exhibiting
slightly lower but still strong performance against API abuse
(88.5% detection rate) and protocol manipulation (86.9%
detection rate).

The security module’s high performance can be attributed
to several factors:
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o Feature diversity: The inclusion of a wide range of
network traffic features enables the model to capture
multiple manifestations of anomalous behavior.

« Ensemble approach: The use of multiple isolation trees
with diverse feature subsets creates a robust detection
mechanism that can identify anomalies through different
feature lenses.

o Adaptive thresholding: The dynamic adjustment of
anomaly thresholds based on operational context mini-
mizes false positives while maintaining high detection
rates.

o Temporal correlation: The incorporation of temporal
patterns enables the model to detect anomalies that
manifest as unusual sequences rather than individual
outlier events.

The security module’s detection capabilities extend beyond
simple threshold-based approaches, enabling identification
of complex attack patterns that manifest across multiple
dimensions and time scales. This sophisticated detection
capability is essential for protecting ORAN deployments
against evolving threat landscapes.

To verify the statistical significance of our attack detection
results, we performed bootstrap resampling with 1000
iterations, yielding a 95% confidence interval of [90.8%,
93.2%] for the detection rate. A paired t-test comparing
our framework with traditional IDS approaches (p < 0.001)
confirms the statistical significance of the improvement.

E. ONE-CLASS SVM FOR URLLC AND LATENCY
DETECTION

For URLLC, the One-Class SVM reduces latency by 15%
under high load while maintaining a 98% packet delivery
ratio at sub-1ms latency. This is attributed to the RBF kernel’s
ability to isolate outliers in latency-sensitive features such
as (Teams UL Bitrate). The confusion matrix, shown in
Figure 12, highlights the model’s high recall, meaning it
effectively captured most latency anomalies. However, some
false positives were observed, which could be attributed
to overlapping feature distributions between normal and
anomalous data. The ROC curve, in Figure 13, illustrates
the trade-off between sensitivity and specificity, with a high
AUC reflecting the model’s robustness.

The One-Class SVM confusion matrix reveals that 91.8%
of normal latency instances were correctly classified (true
negatives), while 8.2% were incorrectly identified as latency
anomalies (false positives). For actual latency anomalies,
89.5% were correctly detected (true positives), with 10.5%
missed by the model (false negatives). While not achieving
the near-perfect performance of the Isolation Forest for
security, these results still demonstrate strong capability for
identifying latency issues that could compromise URLLC
requirements.

The ROC curve shows the true positive rate against the
false positive rate at various threshold settings. The AUC
of 0.96 indicates excellent discriminative ability between
normal and anomalous latency patterns. This performance
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FIGURE 12. Confusion Matrix for One-Class SVM URLLC latency detection results
showing 91.8% normal traffic accuracy and 89.5% anomaly detection rate for
sub-millisecond performance maintenance.
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FIGURE 13. ROC Curve for One-Class SVM: High discriminative performance (AUC
= 0.96) between normal and anomalous latency patterns for real-time URLLC violation
detection.

enables proactive resource allocation adjustments to maintain
URLLC requirements even under varying network condi-
tions.

Detailed analysis of detected latency anomalies revealed
several patterns:

« Periodic spikes in (Teams UL Bitrate) coinciding with
video conferencing peak hours

e Gradual degradation in (Zoom DL Bitrate) under
sustained high network load

o Correlation between (Meet UL Bitrate) anomalies and
specific network routing paths

These insights enabled targeted optimization of resource
allocation to address the specific root causes of latency
issues, resulting in the observed 15% reduction in overall
latency.

The performance improvements were particularly signif-
icant for time-sensitive applications. Video conferencing
services experienced a 22% reduction in frame freezing
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FIGURE 14. The latency distribution before and after optimization.

events, while interactive gaming applications saw a 17%
decrease in response time variability. These improvements
directly translate to enhanced user experience for latency-
sensitive applications, a critical requirement for URLLC use
cases [35].

Figure 14 illustrates latency distribution comparison that
probability density (y-axis) versus latency in milliseconds
(x-axis) before (red color) and after as (green color)
optimization. Measurements taken during peak traffic con-
ditions with 1000 sample instances. The 99th percentile
latency improved from 8.7ms to 4.2ms, representing a 51.7%
reduction.

To evaluate the model’s generalization capabilities, we
tested the One-Class SVM on different traffic types not
explicitly represented in the training data. The model
maintained detection accuracy above 85% for all tested traffic
types, demonstrating robust performance across diverse
application scenarios. This generalization capability is crit-
ical for ORAN deployments that must support a wide
range of applications with varying latency requirements.
The observed 15% latency reduction was validated through
repeated trials across different network loads, resulting
in a 95% confidence interval of [13.7%, 16.3%]. The
consistent performance across trial conditions (Friedman
test, p < 0.001) demonstrates the robustness of the latency
optimization.

F. GAN FOR COST EFFECTIVENESS

Energy efficiency is enhanced through GAN-driven synthetic
data, which reduces operational costs by 150,619 units. The
GAN loss curves: discriminator and generator loss over
training Epochs presented in Figure 15, demonstrate stable
convergence, with the generator producing realistic cost
patterns that minimize resource overprovisioning.

A comparative analysis of real versus synthetic cost
distributions, as shown in Figure 16, highlights the GAN’s
ability to replicate complex traffic patterns while reducing
energy consumption by 20% during off-peak hours.

The GAN training loss curves illustrate the convergence
of the generator and discriminator during the adversar-
ial training process. The initial fluctuations reflect the
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FIGURE 15. GAN Training Loss Curves Stable adversarial training convergence
demonstrating the GAN’s ability to generate r ic cost optimization patterns for
energy efficiency.
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FIGURE 16. Real versus optimized cost distributions showing shift toward lower
cost regions, achieving 20% energy savings while preserving operational realism.

competitive dynamics between the two networks, while
the eventual stabilization indicates that the generator has
learned to produce convincing synthetic data patterns. The
discriminator loss converging to approximately 0.5 suggests
that it can no longer reliably distinguish between real and
synthetic samples, confirming the quality of the generated
data.

The cost distribution comparison shows the actual resource
cost distribution from historical data (red) versus the opti-
mized synthetic distribution (blue). The synthetic distribution
maintains similar statistical properties to preserve operational
requirements but shifts toward lower cost regions, partic-
ularly in the 50-150 cost unit range. This shift represents
more efficient resource allocation without compromising
performance metrics.

Additional analysis of energy consumption patterns
revealed that the GAN-based optimization achieved: - 22.3%
reduction in idle resource allocation during off-peak hours
- 18.7% decrease in power consumption during transition
periods between high and low demand - 16.4% improvement
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FIGURE 17. Temporal analysis of energy consumption over a 24-hour period.

in resource utilization efficiency across all operational
scenarios.

These optimizations contribute to the overall 20% energy
savings without impacting security or URLLC performance
metrics.

Therefore, Figure 16 show energy consumption cost
distribution displaying probability density (y-axis) versus
cost units (x-axis). Real data shown in red, synthetic
optimized data in blue. The synthetic distribution shifts
toward lower cost regions (50 — 150 cost unit range) while
maintaining statistical properties, representing 20% energy
savings without performance compromise.

The cost metric represents a normalized composite score
(0-100 scale) combining weighted contributions from latency
(L), bitrate utilization (B) and power consumption (f’),
as defined in equation (1), enabling direct comparison
of resource allocation efficiency across different network
configurations.

The GAN’s ability to generate context-aware resource
allocation strategies provides several operational advantages:

« Predictive scaling: Resources are proactively allocated
based on anticipated traffic patterns

o Load balancing: Traffic is distributed across network
elements to prevent hotspots

« Sleep mode optimization: Underutilized components are
identified for power-saving modes

o Transmission power control: Antenna output power is
adjusted based on coverage requirements

By simultaneously optimizing these parameters, the GAN
achieves energy savings that would be difficult to realize
through rule-based approaches or individual optimization
techniques.

Figure 17 presents a temporal analysis of energy consump-
tion over a 24-hour period, comparing baseline operations
with GAN-optimized resource allocation. The optimization
shows particularly significant savings during off-peak hours
(midnight to 6 AM) where energy consumption is reduced
by up to 35%, while maintaining similar consumption during
peak hours to ensure performance.

The GAN optimization also demonstrates adaptation to
weekly traffic patterns, with different resource allocation
strategies generated for weekdays versus weekends. The
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FIGURE 18. The performance metrics across the three VNOs.

weekend optimization achieves higher energy savings (28.5%
average) due to the more predictable traffic patterns and
lower peak demands, while weekday optimization balances
energy savings (18.7% average) with robust performance
during high-demand periods.

Long-term deployment evaluation over a 30-day period
confirmed the sustainability of these energy savings, with
no degradation in optimization effectiveness over time. This
sustained performance indicates that the GAN successfully
captures fundamental traffic patterns rather than overfitting
to specific temporal anomalies.

Statistical analysis of the energy consumption data across
30 days of operation confirms the significance of the 20%
energy savings (95% CI: [18.5%, 21.6%]). ANOVA testing
comparing baseline, traditional optimization methods, and
our framework shows statistically significant differences
(F(2,87) = 34.62,p < 0.001).

G. ADDITIONAL PERFORMANCE EVALUATIONS
1) MULTI-TENANT SCENARIO ANALYSIS

To evaluate the framework’s performance in multi-tenant
environments, we conducted additional experiments simulat-
ing three virtual network operators (VNOs) sharing the same
physical infrastructure. Each VNO had different priority
levels and service requirements, creating a challenging
resource allocation scenario.

Figure 18 illustrates the performance metrics across the
three VNOs, showing that the framework successfully main-
tained differentiated service levels while achieving overall
energy optimization. The high-priority VNO experienced
minimal impact on performance metrics (less than 2%
degradation), while the medium and low-priority VNOs saw
slightly higher but still acceptable impacts (5% and 8%
respectively).

2) SCALABILITY ANALYSIS

To assess the framework’s scalability, we evaluated
computational complexity and performance at different
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FIGURE 19. The relationship between deployment size and computational overhead.

scales of deployment, ranging from small cells (5 RUs)

to large deployments (100+ RUs). Figure 19 shows
the relationship between deployment size and com-
putational overhead, demonstrating sub-linear scaling

that confirms the framework’s suitability for large-scale
deployments.

The distributed nature of the ML framework contributes
significantly to its scalability, with different components
operating independently at appropriate network layers.
The separation of security monitoring (DU layer), latency
optimization (DU/RU boundary), and energy optimization
(CU layer) allows each component to focus on its specific
domain while maintaining coordination through standardized
interfaces.

Processing latency remains within acceptable bounds even
at the largest tested scale, with 95-th percentile latency
below 75ms for inference across all deployment sizes. This
performance ensures that the ML framework can operate
effectively without introducing unacceptable delays that
would compromise URLLC requirements.

3) RESILIENCE TO ENVIRONMENTAL VARIATIONS

To evaluate the framework’s resilience to environmental vari-
ations, we tested performance across different deployment
scenarios including urban, suburban, and indoor environ-
ments with varying interference patterns and propagation
characteristics.

Figure 20 shows the framework’s performance across
these scenarios, demonstrating robust adaptation to differ-
ent environmental conditions. Detection accuracy remained
above 88% across all environments, with the most
challenging conditions (urban high-interference) show-
ing only a 4% reduction compared to the baseline
environment.

The framework’s adaptive thresholding mechanisms
proved particularly valuable in adjusting to different noise
floors and interference patterns across environments. The
automatic parameter tuning based on environmental charac-
teristics enabled the models to maintain high performance
despite significant variations in signal quality and traffic
patterns.
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FIGURE 20. The framework’s performance across these scenarios Environmental
robustness showing consistent 88% + detection accuracy across urban, suburban,
and indoor deployment scenarios with varying interference conditions.

H. COMPREHENSIVE BASELINE PERFORMANCE
COMPARISON

This section provides detailed comparisons with state-of-
the-art baseline methods to contextualize our framework’s
performance improvements.
1) Baseline Methods:
o Traditional Signature-Based IDS: Rule-based
intrusion detection system
o Heuristic Resource Allocation:
queues and fixed scheduling
o Static Energy Optimization: Conventional power
control mechanisms
« Single-Model ML Approaches: Individual appli-
cation of each ML component

Static priority

Comparative Results:
1) Security Performance:
o Traditional IDS: 65% detection rate, 8.3% false
positive rate
e Our Framework: 92% detection rate, 2.1% false
positive rate
o Improvement: +27% detection rate, -75% false
positives Latency Performance:
o Heuristic Scheduling: 8.7ms average latency
o Our Framework: 4.2ms average latency
o Improvement: 52% latency reduction
2) Energy Efficiency:
« Static Allocation: Baseline energy consumption
o Our Framework: 20% energy savings
o Improvement: 20% additional energy efficiency
Statistical Validation:
o Bootstrap resampling (n =
all metrics
« Paired t-tests: Significant improvements with 95%
confidence intervals
o Cohen’s d effect sizes: Large effect (d > 0.8) for
all comparisons

1000):p < 0.001 for

Single-model comparisons shows in table 2.
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TABLE 2. Single-model comparisons with the proposed one.

Method Security Latency Energy Overall
Isolation Forest Only | 78% 6.1ms 12% 65%
One-Class SVM Only | 73% 5.8ms 8% 62%
GAN Only 81% 5.2ms 15% 67%
Our Hybrid 92% 4.2ms 20% 84%

I. COMPUTATIONAL COMPLEXITY TRADE-OFF
ANALYSIS

This section provides a comprehensive analysis of the
computational requirements, trade-offs, and scalability con-
siderations of our proposed framework.

Computational Complexity Analysis

1) Isolation Forest Complexity:

o Training Complexity: O(t X ¢ x n x logn), where t
is the number of trees, ¥ is the subsampling size,
and n is the dataset size.

« Inference Complexity: O(t x log )

e Memory Requirements: O(¢x y) for model storage

o Real-time Processing: < 50ms for anomaly detec-
tion on 1000 samples

2) One-Class SVM Complexity:

o Training Complexity: o(n?) to o(n>) depending on
kernel optimization

o Inference Complexity: o(sv x d), where sv is
the number of support vectors and d is feature
dimension

e Memory Requirements: O(sv x d) for support
vector storage

o Real-time Processing: < 25ms for latency anomaly
detection

3) GAN-based Optimization Complexity:

e Training Complexity: O(k x (G complexity +
D complexity)), where k is the number of training
iterations

o Generator Complexity: o(hy; X hp+hy X h3+-- -+
h,x output dim) for feed-forward layers

¢ Discriminator Complexity: Similar to generator
but in reverse

e Memory Requirements: ~ 45MB for complete
GAN model

o Real-time Processing: < 100ms for resource allo-
cation optimization

Performance Trade-off Analysis:
1) Security vs. Computational Overhead:

« High security (95%+ detection): +30% computa-
tional overhead

« Balanced security (92% detection): Baseline com-
putational load

o Low security (85% detection): -20% computa-
tional overhead

2) Latency vs. Energy Consumption:

e Ultra-low latency (< 1ms): + 15% energy con-

sumption
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Balanced latency (1 — 5ms): Baseline energy
consumption

Relaxed latency (> 5ms): —12% energy consump-
tion

3) Accuracy vs. Processing Speed:

Real-time processing (< 100ms):92% accuracy
Near-real-time (100 — 500ms): 95% accuracy
Offline processing (> 500ms): 97% accuracy

Memory and energy consumption:

1) Memory Requirements by Component:

Isolation Forest Model:
samples each)

One-Class SVM Model:
vectors)

GAN Models: 45MB
Discriminator: 20MB)
Feature Storage: 5MB (rolling window of 10, 000
samples)

Total Memory Footprint:
node

15MB (100 trees, 1000
8MB (2000 support
25MB,

(Generator:

73MB per deployment

2) Energy Consumption Analysis:

ML Framework Overhead: 3.2W average power
consumption

Compared to Base Station Total: < 1% of total
power consumption

Energy Savings Achieved: 20% reduction in over-
all consumption

Net Energy Benefit: 19% reduction accounting for
framework overhead

Scalability Considerations

1) Horizontal Scaling:

Linear scaling up to 50 RUs per DU

Sub-linear scaling (O(n log n)) beyond 50 RUs
Maximum tested deployment: 100 RUs with < 5%
performance degradation

2) Vertical Scaling:

Feature dimension scaling: Linear impact on One-
Class SVM

Dataset size scaling: Logarithmic impact on
Isolation Forest

Traffic volume scaling: Constant processing time
per sample Edge Deployment Constraints:
Minimum Hardware Requirements: 4GB RAM, 2-
core CPU @ 2.0GHz

Recommended Configuration: 8GB RAM, 4-core
CPU @ 2.5GHz
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e GPU Acceleration: Optional but provides 3x
speedup for GAN training

J. DEPLOYMENT CONSIDERATIONS AND INTEGRATION
FEASIBILITY
This subsection evaluates the practical deployment aspects of
the proposed ML framework, including cost analysis, real-
time performance requirements, and integration compatibility
with existing ORAN infrastructure. The assessment covers
hardware requirements, inference latency constraints, and
standard interface compliance to ensure seamless adoption
in operational telecommunications environments.
1) Deployment Cost Analysis: The proposed framework
is designed for cost-efficient incremental deployment:
o Hardware Requirements: Compatible with com-
modity edge hardware (Intel NUC, Jetson Nano)
« Infrastructure Costs: No specialized GPU require-
ments for inference operations
e Training Overhead: Computationally intensive
operations offloaded to central units during off-
peak hours
« Scalability: Modular architecture enables gradual
rollout across network components
2) Inference Time per Module: Real-time performance
profiling under operational workloads:
« Isolation Forest: 3 — 5ms per input vector
e One-Class SVM: 5 — 10ms per input sample
o GAN-based Scoring: 8 —12ms per input evaluation
o Total Pipeline: < 25ms end-to-end processing
latency

3) Integration Feasibility with Current Network
Management: The system provides compatibility with
existing ORAN infrastructure:

Standard Interface Support:

« NETCONF/YANG: Configuration and monitoring
interface compliance

o gRPC: High-performance RPC for real-time com-
munication

o RESTful APIs: Standard HTTP-based manage-
ment interfaces

RIC Integration:

o Near-RT RIC: Real-time decision integration with
< 10ms response time

+ Non-RT RIC: Policy and learning model updates
for long-term optimization

o Microservice Architecture: Each ML module
exposed as independent service

Network Monitoring Integration:

o Prometheus: Metrics collection and alerting inte-
gration

o Grafana: Real-time dashboard visualization

o ELK Stack: Log aggregation and analysis support

o Custom Dashboards: API endpoints for proprietary
management tools
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K. MULTI-TENANT SCENARIO ANALYSIS

To evaluate the framework’s performance in multi-tenant
environments, we conducted additional experiments simulat-
ing three virtual network operators (VNOs) sharing the same
physical infrastructure. Each VNO had different priority
levels and service requirements, creating a challenging
resource allocation scenario [36], [37].

Test Scenarios:

« High-Priority VNO: Enterprise applications with strict
latency requirements [38]

o Medium-Priority VNO: Mixed traffic with moderate
QoS needs [38]

o Low-Priority VNO: Best-effort traffic with flexible
requirements [38]

Performance Results:

o High-priority VNO: < 2% performance degradation
across all metrics

o Medium-priority VNO: 5%
performance

o Low-priority VNO: 8% impact while maintaining ser-
vice levels

acceptable impact on

The framework successfully maintained differentiated
service levels while achieving overall energy optimization,
demonstrating robust multi-tenant capability [39].

L. ENVIRONMENTAL ROBUSTNESS TESTING
Robustness Testing To evaluate the framework’s resilience
to environmental variations, we tested performance across
different deployment scenarios including urban, suburban,
and indoor environments with varying interference patterns
and propagation characteristics [40], [41].

Test Environment Variations:

o Urban Environment: High interference, dense deploy-
ment [42]

o Suburban Environment: Moderate interference, medium
density [42]

o Indoor Environment: Low interference, controlled con-
ditions [43]

Robustness Results:

« Detection accuracy remained above 88% across all
environments

o Most challenging conditions (urban high-interference):
only 4% reduction vs. baseline [44]

« Framework’s adaptive thresholding mechanisms proved
effective across noise floors [45]

The automatic parameter tuning based on environmental
characteristics enabled consistent high performance despite
significant variations in signal quality and traffic pat-
terns [46]. For More information about the implementation
part we added Appendix A for that.

V. CONCLUSION AND FUTURE WORK
This work demonstrates a machine learning framework
that enhances security, URLLC compliance, and energy
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efficiency in Open RAN systems. By integrating Isolation
Forest, One-Class SVM, and GANSs, the framework dynam-
ically adapts to network traffic shifts while adhering to
ORAN’s open standards. The experimental results show
significant improvements across all three dimensions: secu-
rity (92% attack detection rate), performance (15% latency
reduction), and efficiency (20% energy savings).

The modular nature of our framework aligns with ORAN’s
disaggregated architecture, enabling seamless integration
with existing deployments without requiring extensive hard-
ware modifications. This approach bridges the gap between
theoretical ML capabilities and practical implementation in
operational environments, providing a foundation for more
intelligent and adaptive network management.

The empirical validation confirms that our framework
addresses the key challenges identified in ORAN deploy-
ments:

o Security vulnerabilities are mitigated through advanced
anomaly detection that can identify novel attack patterns
without requiring labeled training data.

o« URLLC challenges are addressed through proactive
latency optimization that maintains sub-millisecond
performance even under challenging network condi-
tions.

o Energy efficiency concerns are resolved through
sophisticated resource allocation optimization that
reduces power consumption without compromising
performance.

o Traditional ML limitations are overcome through a
distributed architecture that balances computational
requirements while maintaining real-time responsive-
ness.

The comprehensive nature of our solution represents a
significant advancement over existing approaches that typi-
cally address only individual aspects of ORAN optimization.
By considering security, performance, and efficiency simul-
taneously, our framework achieves synergistic benefits that
would not be possible through independent optimization of
each dimension.

A. LIMITATIONS AND FUTURE RESEARCH DIRECTIONS
While our framework demonstrates significant improvements
across all performance dimensions, several limitations and
areas for future research remain:

« Adversarial Robustness: Further investigation is needed
to enhance the framework’s resilience against sophisti-
cated adversarial attacks specifically designed to evade
ML-based detection mechanisms. Future work will
explore advanced techniques such as robust optimization
and certified defenses to strengthen the security module
against adversarial manipulation.

o Transfer Learning for New Environments: The current
framework requires retraining when deployed in sub-
stantially different environments. Future research will
explore transfer learning and meta-learning approaches
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to enable rapid adaptation to new deployment scenarios
with minimal additional training data.

o Explainability Enhancements: While our framework
includes basic explainability features, more sophisti-
cated techniques could improve operator understanding
and trust in the ML system’s decisions. Future work
will integrate advanced explainable Al methods tailored
to telecommunications applications.

o Federated Learning Integration: To address privacy
concerns and reduce communication overhead, future
iterations will explore federated learning approaches
that enable distributed model training across multiple
ORAN deployments without sharing raw data.

o Hardware  Acceleration  Optimization:  Further
optimization for specific hardware accelerators (GPUs,
FPGAs, ASICs) could further reduce inference latency
and energy consumption, enabling deployment on even
more constrained edge devices.

B. BROADER IMPACTS AND APPLICATIONS

The implications of this research extend beyond immediate
ORAN deployments to broader telecommunications and edge
computing paradigms:

o 6G Network Intelligence: The framework provides a
foundation for the intelligent network management
capabilities required for emerging 6G architectures [47],
where adaptability and efficiency will be even more
critical than in current 5G deployments.

« Edge Intelligence: The distributed ML approach demon-
strated in this work offers valuable insights for edge
intelligence applications beyond telecommunications,
including industrial IoT, smart cities, and autonomous
systems.

« Sustainable Computing: The energy optimization tech-
niques developed for ORAN could be adapted for
other computing infrastructures, contributing to more
sustainable IT operations and reduced environmental
impact.

o Critical Infrastructure Security: The security monitoring
approach has potential applications in other critical
infrastructure sectors facing similar challenges of dis-
tributed architecture and evolving threat landscapes.

In conclusion, this work not only addresses immediate
challenges in ORAN deployments but also contributes
to the broader evolution of intelligent, secure, and effi-
cient distributed systems. The integration of advanced ML
techniques with domain-specific knowledge of telecommu-
nications infrastructure creates a powerful framework that
balances multiple competing objectives while maintaining
compatibility with open architecture principles.

Future research will build upon these foundations to
create even more sophisticated adaptive systems that can
autonomously optimize across security, performance, and
efficiency dimensions while seamlessly integrating with
evolving telecommunications standards and architectures.
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APPENDIX
A. DETAILED ALGORITHM PSEUDOCODE
Algorithm Al: Integrated ML Framework

Algorithm 1 Cybersecurity-Aware Dynamic Resource
Management in O-RAN

1:

11:

12:

13:
14:
15:
16:

Initialize models: IF <« IsolationForest(), SVM <«

OneClassSVM(), GAN <« GAN()

: Initialize feature selector FS and optimizer OPT
: while T has data do

> Dynamic feature selection
features <— FS.select features(T.current window)
> Parallel model inference
security score <« IF.predict(features) +
SVM.predict(features)
anomaly score <— GAN.discriminator score(features)
> Multi-objective optimization
weights <— OPT.compute_weights(security score, current
latency, energy state)
> Decision making
if security_score > 75 then
A.append(generate alert(security score, features))
end if
> Resource allocation
R <« allocate resources(features, weights, 7;)
> Energy optimization
E <« optimize energy(R, current load, efficiency target)
> Model adaptation
if adaptation_trigger() then
update models(performance feedback)
end if
end while
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