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ABSTRACT

In this work, we present VAFLE, an interactive network security visualization prototype for the analysis of firewall
log events. Keeping it simple yet effective for analysts, we provide multiple coordinated interactive visualizations
augmented with clustering capabilities customized to support anomaly detection and cyber situation awareness.
We evaluate the usefulness of the prototype in a use case with network traffic datasets from previous VAST
Challenges, illustrating its effectiveness at promoting fast and well-informed decisions. We explain how a security
analyst may spot suspicious traffic using VAFLE. We further assess its usefulness through a qualitative evaluation
involving network security experts, whose feedback is reported and discussed.

Keywords: cyber security, visual analytics, heatmap, clustering, firewall log, user study

1. INTRODUCTION

With the ever-growing amount of network traffic captured by firewalls and Intrusion Detection Systems (IDS) in
corporate networks, the task of security analysts is becoming more challenging than ever. Scrutinizing millions
of log entries each day to find anomalies requires more efficient tools to accomplish cyber situation awareness.
For many years, visualization has been the best candidate to explore and communicate about large amounts of
information. However, many security analysts have been working with fragmented tools including scripts and
graphing capabilities without taking advantage of the potential offered by integrated visual analytics tools. This
gap between the visual analytics and the security research communities has been coined as the “dichotomy of

security visualization”.!

In this work, we present VAFLE, a visual analytics prototype designed to achieve situation awareness and
detect anomalies in the context of network security. We contribute a simple yet effective state of the art visual
analytics system applied to firewall log events in particular, as well as customized clustering features that help
automate the discovery of network activity patterns and enhance the scalability of the prototype. We evaluate
the usefulness of the proposed combination of visualizations and clustering techniques in a use case using realistic
datasets published by the “VAST challenge” in 2011 and 2012, and illustrate its effectiveness at promoting fast
and well-informed decisions by network analysts. We further set up a qualitative evaluation where we ran VAFLE
by several network security experts, whose feedback is reported and discussed in the light of the latest research
works on visualization evaluations.

In the next section of this paper, we overview related work in network security visualization. Then we discuss
the needs of network security analysts (section 3) and the types of data they usually investigate (section 4).
In section 5 we present the main features of the VAFLE system. In section 6, we illustrate its usefulness in
achieving typical network security analysis through a realistic use case. In the penultimate section, we describe a
qualitative user evaluation conducted with network security experts, then we report and discuss their feedback.
Lastly, we discuss the limitations of the present work and future developments.
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2. RELATED WORK

Although security visualization is a young research field, it has received much attention in the last few years.
Several tools have been designed to help network security analysts gain insight into network traffic and detect
anomalies. A recent survey by Shiravi et al.? provides a comprehensive list as well as a scenario-based taxonomy
of network security visualization tools. Authors note that most network security visualization systems are
designed for only one type of data, for example, raw packet captures, IDS alerts or firewall logs etc. By focusing
on firewall log data, VAFLE also falls in this category.

The visualization of large IP spaces is a core challenge in network security visualization as large computer
networks may contain tens of thousands of hosts.? The problem is aggravated as the IPv6 protocol is rolled out,
making the available number of pixels on a computer monitor too small to display so many hosts.? In this section,
we only discuss tools that use a heatmap or grid-based representation of network security data as they are visually
similar to VAFLE. Host xhost, host xtime and timextime grids have been used in previous work. For instance,
TNV* uses a host xtime grid where hosts are sorted in IP order and cell color encodes the number of IDS alerts
fired concerning any pair of host and time slice. Links between sending and receiving hosts within a single time
slice are plotted as straight lines on top of the grid, resulting in visual clutter. A supplemental parallel coordinates
view displays the links between source and destination ports and provides various filters. Hypothetical scenarios
show analysts’ ability to use TNV in order to detect SNMP and portscan attacks and learn normal network
traffic patterns. VISUAL?® displays internal hosts on a hostxhost grid. External hosts are displayed as squares
laid out around the grid whose size is proportional to the traffic they engage in. Links between internal and
external hosts are displayed as straight lines that fan out/in from the grid cells. Like TNV, line overplotting
results in visual clutter. A slider is used to play back network activity interactively. Tracking host activity over
time through animated fan ins/outs remains difficult. Port information is displayed as horizontal lines on top of
each square/external host, adding to the complexity of the view. VISUAL is said to be suitable for a mid-sized
network with about 2,500 internal hosts connected to approximately 10,000 external hosts. Contrasting with
VAFLE, neither TNV nor VISUAL have any multi-level exploration or clustering capabilities, limiting their
ability to scale to larger networks or automate the discovery of network traffic patterns.

In the IDS Rainstorm system, a manifold hostxtime grid is used to visualize the equivalent of 2.5 class B
networks on one screen, where each row aggregates 20 hosts. Color hues encode IDS alert severity. A pixel is
colored according to the most severe related alert. Internal IPs are laid out on the left side of the grid in IP order,
while external IPs are laid out on the right. Arrows connect alerts to the related external hosts. A secondary
window provides a magnified view of a user defined network range. The tool also supports filtering and details
on demand interactions. However, it lacks a visualization for port information. In contrast, VAFLE provides
hostxtime and portxtime visualizations. Scalability is achieved through clustering and multi-level navigation
in aggregate views powered by using a database backend. We tolerate horizontal and vertical scrolling when
detailed views cannot fit in available screen real-estate. Moreover, we use VAFLE to analyze firewall rather than
IDS logs and, hence, address a different set of questions as detailed in section 3.

Hierarchical representations of IP space have also been used to display aggregate network data. A Treemap
visualization is used to map network communications in NFlowVis,® NVisionIP” and HNMap.® Internal hosts
are mapped to rectangles whose size and color encode attributes of interest. In NFlowVis, the treemap represents
hosts related to attackers during a time frame. External hosts are plotted at the borders of the treemap and
connected to internal hosts through splines. NVisionIP uses animation to play host activity over time, whereby
changes in activity levels are perceived as color change, which makes it difficult to track the activity of multiple
hosts simultaneously. Following a grid-based approach, ClockView® depicts host activity (netflows) over a 24-
hour time window using a clock glyph, where hourly traffic is mapped to a colored wedge around a 24-hour
clock. Color gradients encode either sheer traffic figures or differential values over several consecutive days. Such
glyphs are then laid out in a 256 x256 grid setup, accommodating class B networks, provided that the user scrolls
horizontally and vertically over multiple screens. Glyphs can be ordered in several ways e.g. in subnet vs. host
order like in NVisionIP, or in descending traffic level order. In subnet order, clock-wedge orientation across hosts
in the same subnet allows the user to spot synchronous traffic trends. Several filtering options are provided.
Inter-computer links are displayed on demand as semi-transparent straight lines on top of the matrix, creating
visual clutter. For a selected pair of hosts, a matrix view displays source and destination port data.



A timextime grid visualization of network traffic was presented by Lamagna.!® Both dimensions are used
to represent time but at different granularities: columns represent hours of the day and rows represent minutes
of the hour. Color intensity encodes the frequency of network events, while different color hues are used for
different data sources. Events from IDS logs are laid over firewall data, resulting in occlusion problems. Data is
preprocessed using perl scripts, which limits the scalability of the system.

A lot more tools are available in the literature. Some consider summarized information of network traffic. For
instance, PortVis!! displays summarized information about port activity as a pixel grid. Each pixel represents
a port and color encodes any numeric value associated with the port such as the number of unique source IPs
using it. Other tools such as NFlowVis use multiple data sources (netflows 4+ IDS alerts) along with multiple
coordinated views to enable quick visual insights into communication patterns. TVi'? is one of few systems
integrating data mining and visualization for the purpose of network forensic analysis. It combines machine
learning with a matrix visualization of netflows. The user can set the display axes to source/destination IP
or port. Cell color encodes flow intensity. Scalability to large datasets is achieved using Principal Component
Analysis (PCA) backed by a RDBMS. In VAFLE, clustering is used to discriminate anomalous behavior and
combined with a RDBMS to improve scalability. VizSec 2004'3 features many tools combining visualization and
data mining for computer security purposes.

3. NETWORK SECURITY ANALYSIS

Network security analysts explore and analyze network traffic data to ensure system security. There are three
categories of activities they typically perform: reporting, historical analysis, and real-time monitoring.! Report-
ing involves presenting information through reports, whether textual or graphical. Historical analysis involves
analyzing data from the past for investigation, understanding data trends, finding anomalies without prior
knowledge, etc. Real-time monitoring involves examining the current security state of a network to accomplish
situation awareness. In this paper, we present an interactive visualization system for firewall log data to ease
anomaly detection and achieve situation awareness. Following the information seeking mantra,'? the analyst
starts by getting an overview on the available network data answering questions like: “who are the top talkers?”,
“which network services are used?”, and “which computers communicate with each other?”! Then, he may drill
down into more details and focus on specific hosts or services running or any combinations of hosts and services
that may have caught his attention.

4. DATA SOURCES

Among many network data sources available for analysis, firewall and IDS logs play a significant role in the
forensic analysis of network traffic.!® Sitting at the interface between a network and the outer world, firewall
devices are a significant source of raw information that are invaluable in building cyber situational awareness. In
fact, depending on their configuration, firewalls may log all attempted connections both incoming and outgoing.
Typically, a firewall log contains information about the time, source and destination IP addresses and ports, the
protocol used, a severity level indicator and whether the connection was allowed or denied.

On the other hand, IDS systems analyze network traffic, inbound and outbound, looking for patterns of
common computer attacks. When such patterns are detected, alerts are fired requiring attention from the network
security administrators. In contrast, a firewall silently logs connection information. IDS systems operate using
two main approaches: signature-based detection or statistical anomaly-based detection. When tuned correctly,
IDS logs present a significant source for a more focused view of threats. However, IDS systems generate so many
alerts that it is impossible for analysts to investigate each and every one. Conti et al.® provide an insightful
discussion of the information overload problem encountered by analysts dealing with IDS alerts. Considering
that only a small share of alerts correspond to real threats and that threat detection heuristics generate a lot
of false positives and false negatives? due to their sensitivity to noise, network security analysts cannot rely
solely on the analysis of IDS logs. When they need to trace an IDS alert, analysts will eventually look up the
related firewall log chunk in order to get the facts about network traffic. Likewise, when a real threat is wrongly
discarded as a false negative, they stand a chance to pick up its trail by inspecting firewall logs.



Other sources of information such as operating systems logs and application logs may also help in cross-
checking hypotheses and identifying the exploits leading to a security breach.!® In VAFLE, we attempt to fulfill
the security analyst needs listed earlier in section 3 by providing interactive visual analytics capabilities for the
exploration of firewall log records allowing the analyst to use informative multiple coordinated multi-level views,
apply filters and clustering on data and get details on demand.

5. INTERACTIVE VISUALIZATION

VAFLE is built using the Information Visualization Toolkit (IVTK) v0.10*® which includes many well-known
visualizations for the display of trees, graphs and time-series. It also supports many interaction mechanisms such
as fisheye lens magnification,!” excentric labeling'® and dynamic queries.!” In VAFLE, we extend it by building
custom heatmap views and magic lens interaction and by implementing several clustering techniques tailored
for the analysis of firewall logs. Scalability is achieved by relying on a modern RDBMS and is further enhanced
through clustering.

5.1 Visualization of Top Talkers and Top Services

In order to capture the activity of multiple entities over time, in particular top talkers and top services, we build
host xtime (Figure 1) and portxtime (Figure 2) heatmap grids?® of firewall log data. The heatmap provides a
clutter free overview of the traffic as recorded by the firewall. For example, in Figure 1 (top half), the columns
stand for source IPs while the rows represent half-hour time slices across a 2-day observation period. Cell color
encodes the number of connections established for any pair of source IP and half hour time slice. Since the data
is sequential, a color gradient is used. The darker the color, the greater the traffic. Color equalization is used to
mitigate the effect of outlier values. In the heatmap view, periodic activity patterns appear as parallel horizontal
stripes as in the right half of Figure 3c. When columns are sorted in IP order, subnet activity patterns may be
seen as vertical stripes as in the top half of Figure 1.

Heatmap grids offer the advantage of being easy to understand by untrained users. They have been used in
many disciplines such as software visualization,?*?2 bioinformatics®® and social sciences??:?* and are therefore
well-understood. Their semantics depend on the parameters mapped to rows and columns. Their ability to
reveal patterns depends on row and column order.?426 Many systems described in the related work section use
IP order so that hosts in the same subnet appear next to each other. It also seems suitable to sort ports in the
ascending order in order to ease port lookup. Depending on the task, other sorting orders are also possible.”
When rows are mapped to time, they will be sorted in the chronological order by default. By doing so, we have
managed to detect temporal and structural patterns in network traffic as discussed in the use case (section 6).

In VAFLE, heatmap rows are mapped to time slices whose granularity may be set by the user (30 minutes by
default). Similar heatmap views may be built for destination IPs instead of source IPs. In Figure 2, the heatmap
represents port activity over time. The dark vertical stripes correspond to ports 53, 88, 135, 137-139, 389 and
445 all of which are often used by trojans and worms to spread across LANs. In this figure, these network services
display much higher traffic than they would normally and much higher than other services. Moreover, a dark
horizontal band reveals the presence of massive traffic on most ports taking place on April 14th from 11 AM to
2:30 PM. Obviously, this leads the analyst to investigate more in-depth a portscan attack scenario.

We also visualize top talkers and top services using classical time series line charts, as in the bottom half of
Figure 1, where the activity of each host or port of interest is plotted as a spline with time flowing from left to
right while the y-axis maps traffic levels. In Figure 4a, the line chart displays network traffic of all hosts over 2
days. Each curve stands for one host. Despite the clutter due to curve overplotting, the analyst can immediately
spot two outliers responsible for significantly higher traffic than most other hosts. At the bottom, multiple curves
seem to be bundled, rising and sinking together synchronously. However, this phenomenon is obscured by curve
overplotting, which the analyst could ease to some extent using the IP filtering feature provided in VAFLE as
in Figure 1. The analyst may then enable scale fitting to adjust the y-axis scale to the filtered data. Such
coordinated host activity appears glaringly as dark horizontal stripes in Figure 3c, suggesting a botnet attack.
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Figure 1: VAFLE main window showing two coordinated views of host activity over time as, at the top, a
heatmap with a magic lens and at the bottom, as a line chart highlighting in red the same host and point in
time selected on the heatmap.
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Figure 2: Heatmap view of port activity showing abnormal port activity (vertical stripes) and a possible port
scan attack materialized by the horizontal blue band. The magic lens provides detail in context information
about the attack.




5.2 View Coordination

VAFLE implements linking and brushing interactions allowing the analyst to take advantage of the strengths of
both heatmaps and line charts and work around their weaknesses. When visual clutter is an issue, the analyst
can move to the heatmap view. The sequential color coding of heatmaps allows the comparison of cell activity
relative to each other and proves effective at showing patterns like in Figures 3c and 4c. When needed, exact
connection counts can be accessed interactively using excentric labeling!® on the heatmap view or by looking at
the linked line chart where values can be gauged rapidly on the y-axis. VAFLE currently supports coordinated
selection and filtering across the heatmap and line chart views, as highlighted in red in Figure 1. Selecting one
host /port in the heatmap highlights the corresponding curve in the line chart and vice versa. Similarly, once a
cell has been selected in the heatmap, a big colored dot is displayed on the corresponding curve and time slice
for easier identification. Figure 1 shows an example of linking and brushing in VAFLE where a host and time
slice of interest are highlighted in red. Likewise, filtering a set of columns in the heatmap through dynamic
queries impacts the corresponding curves in the line chart view and vice versa. A magic lens shows the port
activity breakdown of that host on the heatmap view at a user selected time slice in a focus+context fashion.
Filtering certain IPs out simply removes the corresponding columns from the heatmap. However in the line
chart filtering reduces the clutter significantly and helps the user inspect the behavior of specific hosts in detail.
Instead of looking at overall aggregate figures, the analyst could filter the host xtime visualizations to retain the
connections made on any combination of ports and/or specific destination IPs only resetting the colors in the
heatmap accordingly. Thus, abnormal activity regarding a specific port can easily be checked. For example, we
found out that the periodic component in the botnet attack was due to web traffic, where an initial mix of web
and IRC connections was first found. Such flexibility increases the user’s ability to make and validate hypotheses.

5.3 Clustering

Towards an automated detection of traffic patterns, VAFLE supports two clustering algorithms: k-means and
unnormalized spectral clustering.?” 2% The default number of clusters generated in VAFLE is k ~ /% where n is
the number of items in the dataset.?? However, the analyst may specify the desired number of clusters through
the GUI. The similarity metric underlying the clustering algorithms may be configured to use any available
attribute (feature) of firewall log records. When investigating network traffic from a host centric point of view,
an analyst may wish to discriminate groups of hosts with similar behavior patterns over time. We use a metric
based on unnormalized cosine similarity® defined in the following equation:
n

where a and b represent columns in the matrix, n is the number of rows while each a; represents the number of
connections initiated by host a in time slice i, all of which together constitute vector a, whose angle is calculated
with respect to host b. Hence, connection counts in all time slices contribute in host similarity computations.
Yet another option consists in using the maximum number of connections per host per time slice as a similarity
metric. This helps separate the top talkers from less vocal hosts, making the detection of anomalous activity
more likely.

Another way of differentiating hosts consists in profiling the network services they use. More specifically,
we propose the maximum number of distinct destination ports used by each host per time slice as a similarity
metric. Clustering based on this attribute reveals groups of hosts having radically different behaviors on the
network. Instead of including the whole available history, the analyst may also select a specific time interval
(sub-vector) to be taken into account while clustering, combined with any of the aforementioned parameters.
Search-by-example queries can typically be supported by this approach: when the user spots a suspicious event
unfolding over a certain time interval involving a set of hosts or network services it becomes possible to find all
hosts with a similar time-constrained behavior.

In VAFLE, clustering and filtering can be combined in an iterative visual analysis process. The analyst may
first apply various filters on the traffic, which impacts the heatmap and line chart views. Then the filtered data



can be clustered. Various combinations of filters and clustering metrics would therefore provide various points
of view on the traffic, thus empowering the analyst to achieve many different analyses depending on unforeseen
needs. The cluster hierarchy makes it possible for the analyst to look at the data at multiple levels of detail, by
expanding or folding any cluster of interest through direct manipulation of the visualization. Depending on the
task at hand, the analyst may rather concentrate on clusters having few items (typically outliers, rare events)
while taking a cursory look at highly populated clusters where item behavior is deemed “normal”. Helping
close the semantic gap between clustering algorithms and subject domain experts, VAFLE supports interactive
post-editing of clusters by direct manipulation on the heatmap view. All cluster manipulations (fold, unfold,
merge) are coordinated across views. A thorough motivation and discussion of interactive post-editing of cluster
hierarchies can be found in recent literature.3' This functionality can be seen as an intuitive alternative to tuning
the similarity threshold of the clustering algorithm through the GUI and having to re-cluster the dataset all over
again. Finally, the analyst may save the hierarchy of clusters for future discussions with collaborators.

5.4 Magic Lens Interaction

After getting a sense of the security state through the heatmap or time series overview, the analyst may need
to obtain detailed information about suspicious phenomena related specific hosts or services. For this purpose,
we implement a magic lens interaction®? mechanism for both heatmaps and line charts displaying a stacked
histogram on demand showing traffic breakdown. For instance, once the mouse rolls over a pair of source IP
and time slice, VAFLE overlays a stacked histogram where bars stand for destination hosts. Each bar is further
broken into stacked rectangles corresponding to the respective ports activity between the source and destination
IPs. At one glance, the analyst can see in a context+detail fashion how many destination hosts are connected
to the selected source IP and the related traffic distribution across various ports during any particular time
interval. For example, in Figure 4a, the magic lens looks up detailed information about traffic originating from
IP 172.23.235.51 between mid-night and half past mid-night featuring a mix of web traffic (light blue rectangles)
and a majority of IRC traffic (rectangles in orange) directed to nine external hosts with IPs in the range 10.32.5.x.
Whether such traffic is legit or requires further investigation is left to the analyst’s appreciation. Likewise, looking
at overall port activity over time in Figure 2, the analyst may point at any cell in the heatmap and use the magic
lens to inspect traffic distribution among source and destination IP pairs in the selected time slice. In this figure,
histogram bars correspond to source hosts while color encodes distinct destination hosts. The analyst spots two
hosts with IP addresses 192.168.2.174 and 175 connecting to virtually every host in the subnet 192.168.1.x. In
fact, probing the horizontal blue band in Figure 2 using the magic lens reveals that these same two internal hosts
have been port scanning all hosts in subnet 192.168.1.x for three and a half hours. Lastly, when the user points
to a cluster rather than a single host or port, the magic lens shows the activity pattern of the cluster centroid.

6. USE CASE

In order to test the usefulness of VAFLE against realistic data, we used the datasets published by the VAST
Challenge in 2011 and 2012. The VAST 2012 Mini Challenge 2 consists in finding the five most noteworthy events
occurring in the network traffic and identifying the root causes of abnormal computer behavior. Raw firewall
and IDS logs are provided. The network policy of use and network topology are also described. Complaints
from user about rogue security software running on their computers and constant hard drive I/O operations
have been filed. The network traffic at hand involves approximately 5,000 hosts with over 46,500 distinct one-
to-one links between them. The firewall log covers two days and contains around 23 million events. Important
fields available in any firewall log format are source and destination IP and port information, along with event
timestamps. Using a database backend, the data is aggregated counting the number of hits for every triplet
(source IP, destination IP, destination port) in every time slice throughout the two days. These detailed values
are displayed on demand in the magic lens. They are further aggregated based on source IP to generate the
overview, making it possible to appreciate “how loud a computer is talking” over the network as in Figure 4a, or
based on destination ports making it possible to overview top network services in use as in Figure 2. The time
granularity defaults to 30-minute intervals but may be defined by the user interactively.

To start with, we achieve situation awareness by determining the top talkers and the top services throughout
the two days of observation. To do so, the firewall data is loaded into both the heatmap and line chart views. The



detailed hostxtime heatmap features 5,000 columns and 96 rows. By clustering hosts based on their temporal
activity profile (the whole column vector is used for similarity computations), the analyst can search the data
for activity patterns. The clustering step generates a coarser heatmap having around 15 columns and 96 rows,
that fits easily in one screen as in Figure 3a. The two left-most clusters show very distinct patterns. Wishing
to get a close-up view, the analyst expands them interactively and gets a refined heatmap as in Figure 3c. The
identification of horizontal stripes reveals a periodic traffic pattern across a cluster of 600 hosts approximately.

Alternately, the analyst may choose to cluster the hosts based on the maximum number of outgoing con-
nections per time slice. A dark cluster throughout the two days appears on the right side of the heatmap in
Figure 3b. It contains two hosts only (172.23.0.132 and 172.23.252.10) corresponding to the top talkers. Their
traffic volume is much higher than any other host in the network as can be seen in the line chart view in Figure 4a.
Internal hosts are not expected to initiate such a high number of connections which makes their activity highly
suspicious. Investigating the behavior of these hosts more closely, the analyst can interactively get more details
about their traffic using the magic lens. The two top talkers partake in a lot of web traffic directed towards
external hosts in the range 10.32.5.x. They also initiate IRC connections (port 6667) to these destinations. IRC
is often used for remote command execution and helps orchestrate botnet attacks from zombie computers. More-
over, since the corporate policy forbids IRC, its being used by the top talker hosts triggers further investigation
about IRC traffic. Through port filtering, the analyst is able to identify all hosts engaged in IRC traffic. Then,
applying clustering to these hosts reveals a variety of usage patterns of IRC. It is clear now that there are many
hosts involved in the forbidden IRC traffic. Removing the filter on the IRC traffic lets the analyst look at all
services used by these hosts. In particular, the analyst could observe the pattern seen in Figure 4c where a high
web usage is confined among a few hosts in the first day (see the dark vertical stripes) and spreads to the whole
range of hosts in the second day. Both this web traffic and the IRC traffic identified earlier are directed towards
the same external hosts in the range 10.32.5.x. At this point, the analyst may have picked up the trail of a data
ex-filtration attack.

Further scrutinizing these suspicious hosts, the analyst discovers that many of them have the same temporal
activity pattern rising and sinking synchronously, as can be seen in Figure 4b. The magic lens also shows a
scarce use of suspicious ports: 21, 22 and 6667, unseen with other hosts. Checking out inbound traffic coming
from external hosts in the 10.32.5.x range reveals that they also targeted the corporate firewall at TP 10.32.0.1
and use many different ports every single time slice for such traffic. This leads the analyst to suspect a portscan
attack on the firewall. Clustering the traffic based on the maximum number of distinct ports used per host per
time slice separates the hosts into a handful of highly populated clusters with hosts using only 1 to 3 ports, and
2 small clusters, seen on the right in Figure 3d. Hosts in these two clusters engage in low traffic volumes, hence
the dominant light yellow columns, but they use as many as 64 and 110 distinct ports per time slice on average,
as shown by a very colorful magic lens and the detailed textual information panel on the right.

Examining the ports heatmap in Figure 2, multiple dark vertical stripes reveal consistently high traffic on
certain ports across time. Outstanding activity can be spotted on port 80/Web and port 6667/IRC throughout
the two days among other ports. Ports 21/FTP and 22/SSH feature shorter dark vertical stripes. Prohibited
by the corporate policy, attempted FTP traffic requires further investigation about the source hosts even if
the traffic was denied by the firewall. However, SSH connections were successfully established between internal
hosts and multiple external hosts in the range 10.32.5.x, potentially enabling the latter to execute commands
remotely on local hosts and to drop malware e.g. worms and trojans inside the network as first step towards
data-ex-filtration. A more consistent corporate policy concerning file transfers should have denied both FTP
and SSH traffic. Applying the magic lens to inspect ports usage in the port activity heatmap/line chart allows
the analyst to pick up the trail of the aforementioned portscan attack on the firewall as well as the internal and
external hosts involved in this traffic as detailed earlier.

Beyond the VAST 2012 mini challenge 2 for which it was built, VAFLE can handle any other firewall logs
recording source IP, source port, destination IP and destination port of all network communications. Thus, we
managed to use VAFLE to carry out a cursory investigation of the VAST 2011 Mini Challenge too. Without
prior knowledge of the dataset, we were able to observe vulnerable ports being probed (e.g. network share ports).
We were also able to quickly spot a portscan attack and a likely Distributed Denial of Service (DDoS) attack
running over 4 hours and a half in a row. We skip further details in the benefit of space.



In this section, we have shown how a combination of multiple coordinated interactive visualizations and
a variety of user-tunable clustering metrics may help network security analysts sift effectively through large
volumes of firewall log data and pick up the trail of potential security threats. VAFLE has been tested against
the VAST 2011 and 2012 Challenge datasets and allowed us to make interesting findings without prior knowledge
of the data. These findings include what may qualify as botnet attacks, portscan attacks, DDoS attacks, and
data ex-filtration attacks. The full identification of the root causes of those issues may yet require the fusion and
analysis of complementary data sources such as packet captures, IDS alerts, application logs and the ability to
check back firewall logs which contain the raw facts about network traffic. In order to further prove the validity
of our approach in general, an expert evaluation of VAFLE was in order.

7. QUALITATIVE EVALUATION

The evaluation of visualization systems has received an increasing attention from the scientific community in the
past few years. Many authors recognize the difficulty to perform user studies in visualization.?> 3% Since VAFLE
was initially designed for the VAST 2012 challenge, without access to network security experts at that time, it
appeared necessary that a summative evaluation of the system determined its usefulness from a security analyst
standpoint and whether this audience would be willing to test it on their own data should an opportunity arise.
In the scenario-based taxonomy provided by Lam et al.,?* our user study falls under the evaluation of “User
Experience” category. Following their recommendations, we chose to conduct a qualitative user study with few
expert users asking them questions related to the usefulness of system features, whether features were missing
or needed to be reworked and whether they would consider adopting it.

7.1 Experimental Setup and Procedure

We prepared a structured demo of the system and a list of features that we wanted to showcase to the participants.
We also prepared a questionnaire divided in two parts. Firstly, closed-ended questions about the usefulness of
system features where the expert is expected to provide a rating on a five-point Likert scale. Secondly, closed-
ended questions aiming to assess the appropriateness of design choices made in VAFLE since no expert users
were available to inform early design stages. Both sets of questions are summarized in Tables 1 and 2.

We conducted a qualitative evaluation to assess the VAFLE system by network security analysts. Three
experts from the network security industry participated in the evaluation. All of them held a B.Sc. in Computer
Science. The first expert, referred to as P1 in the sequel, is a senior security engineer with 8 years of experience
in the field. The second, P2, is a team leader in information security with 5 years of experience. The third, P3,
is a security technical support engineer with 2 years of experience, he holds an M.Sc. in Information Security.
None of them has previously been trained in data visualization. All of them spend a significant share of their
time fighting against network threats which involves examining firewall logs on a daily basis.

Experts were interviewed individually in their respective offices by two interviewers, one was running the
interview and taking notes while the other was exclusively taking notes. Experts participated on a voluntary
basis and no compensation was offered for their participation. Each interview lasted from one to two hours.
We first discussed with each expert his regular duties and tasks, what approaches and tools are used at his
organization to perform them. We then described VAFLE, its features, capabilities, different usage scenarios
and ran a short demonstration. The expert was then invited to try VAFLE himself and make comments. At the
end, the expert filled the questionnaire.

Because the demo was run on a commodity notebook computer, the dataset used in the evaluation was a
subset of the 2012 VAST challenge data including a day and a half worth of firewall log for a network of 1,000
hosts displayed at a half hour time granularity. The data was pre-clustered: during the showcase the clusters
appeared instantly. However, experts were informed that clustering takes about 4 seconds for the data at hand,
and grows linearly with data size.

7.2 Results

All experts stated that, during forensic investigations, they often have to get back to manually inspect firewall
logs in textual format. So they all believe that a visual analytics system such as VAFLE would be useful and
more time effective for forensic analysis. They were all willing to try it in a production environment. Their
answers to the questionnaire are summarized in Tables 1 and 2.



Table 1: Expert user feedback on the usefulness of system features
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Table 2: Expert user feedback on design choices

How appropriate do you find P1 P2 P3
Items grouping in the Magic Lens 4 4 3
Half-hour time granularity 4 4

7.3 Suggestions for Improvements

We also collected many suggestions towards improving VAFLE summarized as follows. Expert P1 suggested the
implementation of a report generation capability in the system. P2 suggested that the system should display the
topology of the network as this is an artifact network administrators often use and link it with the visualizations.
P3 suggested the integration of more data sources, especially IDS alert logs. Ideally, a comprehensive forensic
analysis system should provide insight into all network communication layers, whereas current industry practice
involves the use of fragmented tools.

In order to enhance the anomaly detection capabilities, P1 deemed it desirable to let the user specify normal
traffic for different host types and train the system to spot and flag traffic deviating from that baseline. This
would involve using machine learning or, more generally, supervised classification approaches for network security.
In this domain, an abundant literature can be found, including VizSec 2004,'3 although such work is not limited
to network security per se. In the case of the VAST challenge datasets, such baseline traffic is unknown. We
hope that future collaborations with network security practitioners with real network traffic data will allow us
to explore more data mining options.

Concerning item order within the magic lens, P3 suggests implementing various orders, such as the activity
levels of certain ports flagged by an IDS system. He minimized the usefulness of the portxtime heatmap in the
context of large organizations arguing that they usually have a strict security policy where only a few ports are
left open. On the one hand, it may be useful to check that the firewall does what it is supposed to do under all
circumstances. On the other hand, we believe that the analysis of all attempted connections, allowed and denied,
helps understand the hacker’s strategy and can inform the forensic analysis process. A typical attack would often
start by fingerprinting the target infrastructure by probing it for certain vulnerabilities or characteristics such
as operating system type and version, server application type and version etc. Hence, a larger number of ports
that need to be included in traffic analysis than the short list of allowed services.

While discussing the types of attacks that VAFLE could potentially help identify, P3 said that DDoS attacks
could only be fully identified after looking at the application logs. Therefore, VAFLE can only be used as one of
several complementary tools for tracing the footsteps of a DDoS attack. P3 also mentioned data ex-filtration as
one of the popular attacks that could obviously be traced with the heatmap and the time series line chart.

8. DISCUSSION

Both the use case and the user study presented in this paper lead to the conclusion that VAFLE is effective
and useful for anomaly detection in firewall log events. However, we see several limitations that require further
improvements.

Firstly, concerning clustering, VAFLE proposes two algorithms: k-means and spectral clustering ; the latter
produces better results with non-convex clusters but suffers from a higher time complexity. Currently, clustering
allows VAFLE to visually scale to large IP address spaces. This is even more important since handling IPv6 will
make the visualization of much larger IP spaces more challenging. In this regard, VAFLE can be improved in
two directions. On the one hand, analysts may be better served with multi-level clustering techniques that would



readily provide deep cluster hierarchies. Faster, albeit approximated, heuristics for spectral clustering3”3® can

make a good compromise between speed and cluster quality. On the other hand, better interaction techniques
with clustered views could make the system more enjoyable and more usable in terms of navigation. Such
techniques could include a coordinated visualization of the cluster hierarchy itself, in complement to the heatmap
view in particular, in the form of an interactive dendrogram®’ or an icicle plot.*® This would allow a more
intuitive folding and unfolding of clusters as well as many editing operations through direct manipulation. The
scalability of heatmaps from an interactive visualization standpoint has been achieved in other research work
using optimized in-memory and on-disk data organizations.??#! VAFLE currently relies on clustering and the
use of a modern RDBMS to further push the limits of the data it can handle.

Secondly, the user study presented in this paper surveyed domain experts opinion about the usefulness of
VAFLE features. In this respect, we collected valuable feedback that confirmed many of our intuitions at the
time this system was designed. However, questions related to the visual design of VAFLE remain open and
require another type of evaluation to better inform design choices. With respect to the Magic Lens, we believe
that including more diverse data sources could be of interest to the analyst. Other visual metaphors, e.g. pixel
maps, similar to the work of Kintzel et al.? could be of interest here. If we keep the current stacked histogram
metaphor, we may consider embedding “fisheye menu”*? interaction inside the magic lens when too many bars
must be displayed, this may often be the case in port heatmaps as in Figure 4d. Moreover, it is not clear to
us whether the use of redundant data in the heatmap and line chart views is necessary or desirable, despite
that domain experts deemed it useful. System robustness facing attacks specifically designed to make a certain
type of visualization unusable may justify such redundancy.*®> More brainstorming with domain experts in a
formative evaluation setting is required to collect more ideas. More usability assessment is required, potentially
through expert reviews (in the HCI sense), to answer such questions. Guidance will be sought in recent work on
the evaluation of visualizations.3* 36

9. CONCLUSIONS

Applying visual analytics techniques to network security data helps network analysts make well-informed de-
cisions in an accurate and time effective manner. This paper presents VAFLE, an integrated visual analytics
system for firewall log events including simple yet effective visualization tools. The main contributions of this
work consist in coordinated multi-level heatmap and linechart visualizations of host/port activity over time,
the use of magic lens interaction to get relevant network traffic details on demand, and a discussion of custom
clustering parameters that help separate rare activity patterns from dominant ones, thus guiding the analyst to
a manageable subset of data to inspect. We have been successful at discovering numerous attack patterns by
mining realistic datasets. A user study has established the usefulness of VAFLE from a domain expert point of
view. Future work perspectives include deploying VAFLE at RESTENA, the company managing the national
Ju TLD and multiple publicly and privately owned LANs country wide. Preliminary discussions and demo at
their premises have confirmed the perceived usefulness of VAFLE and allowed us to identify multiple use cases
in which it could be applied, beyond the firewall log analysis case described in this paper. Interestingly, IDS
technology was deemed unreliable and, hence, switched off altogether by the resident network security analysts
who use other network security tools to identify and mitigate threats.In the future, we plan to support multiple
data sources in order to provide full end-to-end network forensics capabilities. We also plan to support live data
streams. This requires revisiting existing clustering algorithms, developing data management strategies including
data simplification and oblivion mechanisms as well as stable visual representations suitable for streaming data.
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